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1. Whatis a CRML requirement? How to verify it by simulation?
LIW 2. Practical exercises: from textual to formalized requirements in CRML

3. Supporting tools

1. Overall toolchain and available prototypes = Coffee break
L__.__Ii 2. Practical exercises with CRML Modelica library
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4. CRML methodology by example
5. First demos for industrial use
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Prerequisite for Practical Exercises

* OpenModelica
* Notepad++

* CRML syntax highlighter for Notepad++: crml . xm1l
 CRML Modelica library: CRML .mo
* CRML compiler prototype: https://github.com/lenaRB/crml-compiler
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https://github.com/lenaRB/crml-compiler
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Motivation for CRML

Dealing with large cyber-physical systems

Scope: Cyber-physical systems (CPS), especially energy systems.

Characteristic of CPS projects:
m They are long lasting projects involving numerous stakeholders.
Delays induce large over costs, in particular because of financial charges (discount rate).

ChaIIenges: How to solve over-constrained problems (due to numerous stakeholders)?
How to specify the expected behavior of CPS without going into realization details?
o, How to propagate changes in assumptions on the system design?
How to evaluate design alternatives efficiently? How to coordinate stakeholders efficiently?
How to perform FMECA all along the design lifecycle?
How to justify and document design choices for the future generations?

UNIVERSITY
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CPS Engineering

What is the current situation? What should be improved?

* Today

* system evaluation is performed mostly
with static models =>» oversizing, late error detections,

e s and eventually delays and cost overruns
* most verifications are performed manually

and hence not as often as necessary

* There is a need for more rigorous engineering method to

* Be more competitive
by managing the complexity of CPS (multi-dimensional, numerous stakeholders, uncertain)
and by evaluating multiple scenarios to better cover the associated risks

* Open the solution space to innovative products or services
by providing means to assess new margins and solutions wrt. requirements for non-standard

situations
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CPS Engineering

A trend confirmed by the tool market analysis

Market: model-based system engineering

Part of the CAD/PLM market Simulation & Analysis +
cPDm (Collaborative Product Definition
Management): approx. $20 billion

Maln SysML based tools

* Capella (Thales) (SysML like)
Magic Draw (Dassault Systemes)
Modelio (Softeam)

Papyrus (CEA, open source)
Rhapsody (IBM)

Main drivers

cPDm of increased complexity across an extended
enterprise is vital to success in a global market (*)

Complexities of Smart Products and Intelligent Factories
are Driving the Demand for Multi-Disciplinary
Development Capabilities (**)

Integration of PLM Solution with loT Platforms (**)

Evolution of PLM Solution
towards Product Innovation Platform (**)

(*) CIMdata (2000)
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CAD/PLM market (source: CIMdata 2022)

Complexities of Smart Products and Intelligent Factories are Driving the Demand for Multi-Disciplinary

Development Capabilities

Market Developments

* Industrial comparies are lookin gs\sdopl gadva inced

inary PLM

funct
built-in intelligence, connectivity, and security feal ar
PLM Trends

-PLM rendors are offering advanced functios
-d nt

lligent production systems early in the

strengthening their capabilities to create

+ Users are looking at multi-disciplinary development
capabiliies from PLM software.
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[ Focused Apps

I Digital Manufacturing
m Simulation & Analysis
B CAM Non-Bundled

B MCAD-Design Focused
B MCAD-Multi-Discipline
@ SI/Reseller/VAR

B Comprehensive cPDm

One of PLM market driver (source: Quadrant Knowledge Solutions)
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CPS Engineering

Solution proposed within CRML

Use of realistic dynamic behavioral models Use of formal dynamic requirement models

to better handle multi-physics to evaluate multiple realistic scenarios
and systems’ interactions = e.g. Modelica and automate verifications - CRML
™~ Tutorial’s focus

Gtionale \

- System dynamics is considered in models as time may be source of cost
reductions and cost overruns

- Formal verifications are performed since safety/availability are important
features of CPS and the demonstration that the system operates correctly
should follow a rigorous method and is as important as the system itself

- Probabilistic aspects are considered in models in order to be more realistic

. (e.g. safety/availability targets are defined as a probability threshold since

\ they cannot be achieved at any cost) /
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Overall solution offered by CRML

Towards a more rigorous engineering of complex systems

* Requirement models
to capture all constraints on
the system and define envelopes
of acceptable behaviors

* Behavioral models
to capture the behavior
of design solutions

* Verification models
to automate tests
by using requirement
models as observers
to check whether design
solutions meet requirements
or not.
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/ Requirements \

Natural language

Scenarios

Ontologies

CRML
(FORM-L)

CRML to Modelica compiler

Assumptions

Initial conditions

Behavioral model Bindings ETL/Modelica

Modelica compiler

Test sequences Executable code

Simulatioyzs

Verification results

Legend
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Overall solution offered by CRML

A possible answer to two market drivers

* Market driver 1: Demand for Multi-Disciplinary
Development Capabilities

* CRML can be seen as a \ 2 \

Collaborative Product Definition Management ' Thematic

* Better coordination of stakeholders/engineering teams A shyskcsshentotion
by sharing a common view on the system s sl oo
over its complete lifecycle
(from preliminary design to operation)

Probobikstic Safety Anclyses
Resiherce Anclyses, FMECA
Sofety justificotion

Security justificotion

Human foctor onclyses
Construction plonning

Cost estimations

[llustration:
* Market driver 2: Evolution of PLM Solution towards Product T. Nguyen

Innovation Platform

* CRML opens the solution space
by defining the system through its envelopes of
acceptable behaviors

* Avoid to close solution options by going into realization
details too early during the design phase
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CRML positioning wrt. state-of-the-art

A bridge between the functional and the physical views

Model checking languages
(LTL, CTL, UML...)

Semi-Formal
architectures
(SysML/Capella...)

Informal missions /
requirements
(natural language
documents)
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Functional view (objectives/KPI1)

Behavioral models
(Modelica, 3D CAD, CFD,
etc.)

)
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Physical view (constraints)

Designers
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System maturity

Large-scale

simulation
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Why a new language?

Formal requirement tools do not handle physical time

(b,0,T) (a,0,7T)
(a,{x},T)

Existing languages require to model systems
as finite-state machines.

They verify the system model,
and not the actual system itself.

They verify only stated requirements:
the validity of the properties cannot be checked.

They only handle real-time aspects for states that are
known in advance.

Hence, they do not consider situations where:
e Existing states undergo gradual drift, e.g., due to wear.

e New states appear due to unexpected events.
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New language is needed to express realistic
physical constraints for any situation.

Deterministic: constraints are scheduled by events
occurring in physical time.

Stochastic: because safety and availability cannot be
achieved at any cost, failure rate tolerances must be
specified.

Verifications must be made against physical behavioral
models.

MODPROD'2023 - CRML Tutorial
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SHORT History of CRML S iTEAZ

A long-lasting history that starts with the EUROSYSLIB project EUREKA

innovation across borders

* EUROSYSLIB project: start reflections on how to specify systems without describing their detailed behavior
=>» need for a formal specification language =» investigation of the state-of-the-art.

* OPENPROD project: proposition of a link between SysML an Modelica

OPENPROD =>» ModelicaML prototype developed by Airbus and tested by EDF.
* MODRIO project: proposition by EDF of a new language called FORM-L (Formal Requirement Modelling Language):
e Specification written by EDF (Thuy Nguyen).
. »DRIO * Blocks as functions in Modelica.

* Development of 2 Modelica libraries for the formal capture of requirements:
Modelica_Requirement (DLR) and ReqSysPro (EDF).

e Development of a FORM-L compiler (Inria and Sciworks Technology) on an EDF contract.

* EMBRACE project: proposition of CRML as the formal specification of FORM-L.
e Specification written by EDF.
* CRML compiler developed by University of Linkdping.

@MBMC@
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Introduction to CRML



2 )
14 A
Technical Requirements -
C R M L S CO p e Allocation Hierarchically to PBS
Functional Requirements
Performance Requirements

Interface Requirements
=

( Operational Requirements -

i Defi n itio n Of a req u i re m e nt Drive Functional Requirements

Mission Timeline Sequence

« A statement that identifies a system, product or process  Commandand Tty Ssegy )
characteristic or constraint, which is unambiguous, clear, ( Retiabilty Requirements —project standards— )
unique, consistent, stand-alone (not grouped), and verifiable, wisson Ensronments

and is deemed necessary for stakeholder acceptability » tiction e neuneRey

Process and Workmanship

(INCOSE 2010) ; J

Safety Requirements - Project Standards -

Levied Across Systems

* 4 verification methods usually acknowledged: T —

inspection, analysis, demonstration or test o
ST

* CRML focuses on technical requirements \,, )

° Functional ( SpeclaltyRegr\:\llree:ir;(:(;ll;reosjiegc;sStandards-
. . . Producibility
* Non-functional (or Quality of service) e
 Constraint = )
* Which require simulation over time to be tested Different Types of Technical Requirements
/ f d Source: NASA System Engineering
veririe Notebook, 2007

g
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What is a Typical Technical :
Requirement on a CPS?

T

CRML is aimed at expressing formal realistic requirements on the system behavior.

Realistic means that requirements must be achievable
by considering reasonable KPIs such as time delays and safety and dependability constraints.

The reasonable attribute is quantified by setting confidence levels through probabilistic criteria.

An example of typical requirement is to ensure that
1. The system should stay within its normal operating domain.

I LNKOPING G “® MODPROD'2023 - CRML Tutorial 17
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What is a Typical (Technical) :
Requirement on a CPS?

-

CRML is aimed at expressing formal realistic requirements on the system behavior.

Realistic means that requirements must be achievable
by considering reasonable KPIs such as time delays and safety and dependability constraints.

The reasonable attribute is quantified by setting confidence levels through probabilistic criteria.

An example of typical requirement is to ensure that
1. The system should stay within its normal operating domain.

2. |If partial requirement 1 above fails, then the system should go back to its normal operating domain
within a given time delay.

I LNKOPING G “® MODPROD'2023 - CRML Tutorial 18
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What is a Typical (Technical) xz
Requirement on a CPS? a‘\;ﬁ;ﬂg@m

-
v o

CRML is aimed at expressing formal realistic requirements on the system behavior. «

Realistic means that requirements must be achievable
by considering reasonable KPIs such as time delays and safety and dependability constraints.

The reasonable attribute is quantified by setting confidence levels through probabilistic criteria.

An example of typical requirement is to ensure that
1. The system should stay within its normal operating domain.

2. |If partial requirement 1 above fails, then the system should go back to its normal operating domain
within a given time delay.

3. If partial requirement 2 above fails, or if partial requirement 1 fails with a too high failure rate, then the
system should go to a safe backup state within a given time delay.
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UNIVERSITY



What is a Typical (Technical) -
Requirement on a CPS? “g\mm

~
\
\

CRML is aimed at expressing formal realistic requirements on the system behavior. «

Realistic means that requirements must be achievable
by considering reasonable KPIs such as time delays and safety and dependability constraints.

The reasonable attribute is quantified by setting confidence levels through probabilistic criteria.

An example of typical requirement is to ensure that
1. The system should stay within its normal operating domain.

2. |If partial requirement 1 above fails, then the system should go back to its normal operating domain
within a given time delay.

3. If partial requirement 2 above fails, or if partial requirement 1 fails with a too high failure rate, then the
system should go to a safe backup state within a given time delay.

4. The complete requirement made of the conjunction of partial requirements 1, 2 and 3 should be
satisfied with a given probability (e.g., > 99.99%).

* |n addition, requirements can be issued by numerous stakeholders (teams) of different domains and
disciplines, that negotiate through contracts to achieve a consistent global set of requirements.
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How CRML Can Deal with the Temporality
of Realistic CPS Requirements?

inOperation

true

false
inNormalDomain

L | ] | |

Which operating
action should be
. performed?

\

inBackupDomain

.
10 2 ) 40 5 ) 70 ) E) 100
s y |
:Tég‘i rl is satisfied at t1: S operates in normal
wdl 1 domain B

falsed ‘
undecided ‘

ryed {ShowBooleand_rdy
falsed [ [

undecided
undefined |——

// rl 1: “Duxiw m:ltton, the system should stay within its normal domain."
g inOperation @ inNormalDomain;

// r2 is “If the lylm fails to stay within its operating domain, then it should not stay outside of its normal domain for more than x minutes."
uirement r2 is during inOperation ensure (not inNormalDomain implies r2_outside);

r2_outside is during [inNormalDomain becomes false, inNormalDomain be

Boolean b is inOperation @s inNormalDomain;

// r3 is "The system should not qo outside its normal domain more than n times per year.”
Reqn nt z3 is count ((b becomes false) on [b becomes false, b b es false + 1 year] <= n;

irem

// x4 is “If (rl and r2 and r3) fail, then the system should go to its backup domain within y minutes as soon as the failure is detected.”
Requirement x4 is not (xl and r2 and x3) implies

ng [(xrl and r2 and x3) b check at end inBackupDomain;

(rl and r2 and r3) b

// R is “During system apoxlt!.nq life, rl and r2 and r3 and r4 should be satisfied with a pzoblbtlity of success of p%.”
Real prob is estimator babil (rl and r2 and r3 and r4) at inSystemOperatingLife becom
Reguirement R is during inSystemOperatingLife check at

q
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How CRML Can Deal with the Temporality
of Realistic CPS Requirements?

e JinOperation

] | | J [ .

o JinNormalDomain

N [ | |

inBackupDomain

Which operating
action should be
. performed?

\

true

~

false

o4 |showBooleand_i2.y
a I e .
W r2 is satisfied at t2: S stayed outside 4

falsed

[ normal domain less than x minutes

ryed {ShowBooleand_rdy
falsed ﬂ |

undecided

undefined {———

// r1 h “During operation, the system should stay within its normal domain."
1 g inOperation ire inNormalDomain;

// r2 is “If the system fails to stay within its operating domain, then it should not stay outside of its normal domain for more than x minutes."
g ino:n:ation ensure (not inNoml.Domain implies r2_outside);
g o se, inNormalDomain becomes false + x mn] check at end b;

Bool-an b is inOperation

// r3 is "The system should not go outside its normal domain more than n times per year.”
nt 3 is count ((b becomes false) on [b becomes false, b b es false + 1 year] <= n;

irem

// x4 is “If (rl and r2 and r3) fail, then the system should go to its backup domain within y minutes as soon as the failure is detected.”
x nt x4 is not (z:l. and r2 and x3) implies
ng [(xrl and r2 and x3) be

Re

(rl and r2 and r3) becomes false + y mn] check at end inBackupDomain;

// R is “During system operating life, rl and r2 and r3 and r4 should be satisfied with a pzoblbi.lity of success of p%.”

Real prob is estimator obability (rl and r2 and r3 and r4) at inSystemOperatingLife b
Regquirement R is during inSystemOperatingLife check at i prob > p;
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How CRML Can Deal with the Temporality
of Realistic CPS Requirements?

e JinOperation
o I [ J [ .
e JiiNormaiDomain Which operating
‘ ’ action should be
false | . performed?
e JiMBackupDomain \
N
false
1'0 2'0 3:) 4b 5b GIU 7'0 Bb 9‘0 100
trued 1.y
falsed
undecided
e oAt 2 y
ot h N N
e M- .
{alsed |ShowBooleand 3.y . . .
‘ rd is satisfied at t3: S went to backup
howBooleand_rd 4| H H H H
B n . domain within y minutes
undecided
undeﬁned~4[

10 20 30 40 50 60 70 80 90 100

// r1 h “During operation, the system should stay within its normal domain."
1 g inOperation ire inNormalDomain;

// r2 is “If the system fails to stay within its operating domain, then it should not stay outside of its normal domain for more than x minutes."
g ino:n:ation ensure (not inNoml.Domain implies r2_outside);
g o se, inNormalDomain becomes false + x mn] check at end b;

Bool-an b is inOperation

// r3 is "The system should not go outside its normal domain more than n times per year.”
nt 3 is count ((b becomes false) on [b becomes false, b b es false + 1 year] <= n;

irem

// x4 is “If (rl and r2 and r3) fail, then the system should go to its backup domain within y minutes as soon as the failure is detected.”
x nt x4 is not (z:l. and r2 and x3) implies
ng [(xrl and r2 and x3) be

Re

(rl and r2 and r3) becomes false + y mn] check at end inBackupDomain;

// R is “During system operating life, rl and r2 and r3 and r4 should be satisfied with a pzoblbi.lity of success of p%.”

Real prob is estimator obability (rl and r2 and r3 and r4) at inSystemOperatingLife b
Regquirement R is during inSystemOperatingLife check at i prob > p;
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How CRML Can Deal with the Temporality
of Realistic CPS Requirements?

true

false

true

true

false

false 1

inOperation

inNormalDomain

inBackupDomain

Which operating
action should be
. performed?

\

~

undecided

trued.

undefined

showBooleand_r2.y

X1

< r3isviolated at t4: S went outside

normal domain more than 2 times

falsed ﬂ H
undecided
undefined |———
falsed JshowBooleand_3y
undecided ‘
ryed {ShowBooleand_rdy
falsed. ﬂ
undecided
undefined {———

T T T T T T T
40 50 60 70 80 90 100 |

Re

Bool-an b is inOperation

irem

// r1 h “During operation, the system should stay within its normal domain."
1 g inOperation

// r2 is “If the system fails to stay within its operating domain, then it should not stay outside of its normal domain for more than x minutes."
g ino:n:ation ensure (not inNoml.Domain implies r2_outside);

g

// 3 is "The system should not go outside its normal domain more than n times per year.”
r3 is count ((b becomes

nt

// x4 is “If (rl and r2 and r3) fail, then the system should go to its backup domain within y minutes as soon as the failure is detected.”
x nt x4 is not (z:l. and r2 and x3) implies
ng [(xrl and r2 and x3) be

// R is “During system operating life, rl and r2 and r3 and r4 should be satisfied with a pzoblbi.lity of success of p%.”
Real prob is estimator
Regquirement R is during inSystemOperatingLife check at

obability

ire inNormalDomain;

inNormalDomain becomes false + x mn] check at end b;

false) on [b becomes false, b b es false + 1 year] <= n;

(rl and r2 and r3) becomes false + y mn] check at end inBackupDomain;

(rl and r2 and r3 and r4) at insystemOperatingLife b
i prob > p;
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How to express realistic requirements in CRML?

R = [Where or Which] [When] [What] + (optional) [How well]

for all’ pump ‘in’ system.pumps 'during’ system.inOperation ‘check count’ (pump.isStarted ‘becomes true’) ‘<=' 2;
‘during’ systemOperatingLife ‘check at end’ (estimator Probability (noStart at inOperation ‘becomes false’)) ‘>’ 0.99;

* Requirement R is formalized as a combination of
* Spatial locators
* Time locators
* Condition
* (optionally) Performance indicator

|t results in a Boolean4 whose value at instant t can be:
true, false, undefinedor undecided

I LNKOPING G “® MODPROD'2023 - CRML Tutorial 25
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How to evaluate a CRML requirement?

Design
hypothesis

II LINKOPING b‘q
® N

UNIVERSITY

( Y
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Requirements ( Behavioral models )
model :“ ( )‘

(Conditions of the

\\\
&% [
N J - | <
Ak /
NN ./,
. /
o sl R
o - P
I~ s
FORM-L model External variable

External data
Modelica model

Component

O Internal state (dynamic variable)

Observation operator
@ Static attribute

Je |00

Boundary condition [ Engineering data ] « - - Instance binding
«—— Class binding
« - - Set binding
eDF MODPROD'2023 - CRML Tutorial

{ environment

Initial
state
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Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) aSSes Probabilties SRS eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)

q
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CRML language:
Semantics and Syntax Overview

More details are available in CRML specification document:
https://www.embrace-project.org/specification/CRML.pdf

q
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https://www.embrace-project.org/specification/CRML.pdf

Architecture of CRML

Types Sets Booleans Time Reals
Classes Events Integers

Strings

Operators

(functions) Probabilities periods

Objects Clocks

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

* FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)

q
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CRML Expressions

* Expressions

[ [ type ] ident is ] [ value

e Comments

// This is a single-line comment

/* This is a

multiline comment */

) ¢
i T eDF

external
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CRML Variables

* Types

* Real wvar;

* Boolean var;

* Integer var;

* String pathToH; // Path to the observation operator H
* Variability

* Variables are function of time

e Constant variables: variables assumed to be constant in time
constant TypeVar var

* Parameters: variables assumed to be constant during simulation time, but values could be
different from one simulation to another
parameter TypeVar var
* Value definition
e Either directly via an expression: TypeVar var is ..;

* Orviaanother model: TypeVar var is external;

I LNKOPING G “® MODPROD'2023 - CRML Tutorial
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Information Exchange between Models

* An external variable is a variable that gets its values from another model.

* There are two ways of exchanging information between models:

* Direct access. Given an external variable y in model M, and a variable x in model M,, direct
access is obtained by writing M.y = M,.x, where the value of x computed in M, is provided to

the external variabley in M;.

* Using bindings. If one cannot write directly M;.y = M,.x because some transformation must
be done on the information carried by x, then a more general access can be obtained using
bindings that generate expressions such as M;.0,.y = H/(M,. O,.x) where O; and O, are
objects and H, an observation operator.

External
variable

¢
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External Variables and Variable Bindings

* Bindings allow an external variable var declared in a class C to get its values from an observation

operator H that in turn gets its inputs from variables defined in other models.

* An external variable var declared in a class C can be associated with several possible observation
operators. This binding is denoted C.var < [ Hy, ..., H, ] where [ H,, ..., H, ] is the ordered set of

possible observation operators for C.var.
* Class with binding declaration: C ={ att;:A; € [Hy, ..., H, ], ..., att:A, }

* The active binding is the observation operator H; chosen among [ H, ..., H,, ] to provide the values
to C.var at run time. The active binding is denoted C.var < H..

) ¢
o T eDF

Variable 1

Variable 2
Observation
operator
Variable 3

Variable 4

Class C

External variable
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CRML Keywords: Types

Keyword Semantics Comments
Boolean B 4-valued Booleans.
Category (0, — 0,) Categories.
class (&4 Class definitions.
Clock 26 orD Clocks.
Event & Events.
Integer Z Positive and negative integers.
library L Libraries.
model M Models.
SrEE O B e oo T operea
package T Packages.
Period P Single time periods.
Periods 27 Multiple time periods.
Probability 0(B; — R) Probabilities.
Real R Real numbers.
String S Strings.
Template 0O(B" — B) Templates.
type I Type definitions.

¢
& S EeDF
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CRML Keywords: Special Values and Characters

Values Semantics

false false
true true
undecided undecided
undefined undefined

.. .
o T eDF

Characters Semantics Comments

( (

) )

[ [

] ]

{ { Opens sets.

} } Closes sets.

, , Set element separator.

; ; Set element separator.
Decimal point. Path element
separator.

" " String delimiter.

! Quote string delimiter.

E Decimal exponent.

e Decimal exponent.

// Start of comment line.

/* Begins comment.

*/ Ends comment.

0]1]2]|3]|4|5]6]|7]8]9

Digits

MODPROD'2023 - CRML Tutorial
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CRML Keywords: Built-in Operators

= estimator time from
+ exp union
- extends variance
* external while
/ filter with
< flatten
<= forbid
> if
>= integrate
== is
<> log
A log10
acos mod
alias new Example of operators’ combination to “customize” test report
and nOt model GlobalReports is {
asin = on // conjunction of all requirements on Served system
associate or Boolean globalReport ForServedSystems is
at parameter and flatten filter (flatten filter j:i:zq:i:::i:ti=(;§§ie:ifr;\ent == Served_system))
card partial };
constant proj
cos redeclare
duration sin
element start
else then
end - tick
Ilo" ONNERSITY : :eDF MODPROD'2023 - CRML Tutorial 36



Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) aSSes Probabilties SUES eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)

q
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CRML Specific Types for Requirements

Boolean

Periods

Boolean

Events

Boolean2 (true, false)  Classical Boolean

Boolean3 (true, false,

. Classical Boolean with uncertainties
undecided)

Boolean
Boolean3 (true, false,

undefined) Classical Boolean trimmed by time period

Boolean4 (true, false,

e e e Result of requirement evaluation

LINKOPING - . ~
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Definition of 4-Valued Booleans (or Boolean4)

= 4-valued Booleans ¢ satisfy a 4-valued Boolean algebra:
1 and @, represent the values of two

¢ =¢ I —P I P1 NPy different variables at the same instant in time
= The negation (-) and conjunction (A) logical operators are ®1 | >
defined with truth tables. ®> | >

Logical negation

If R1 or if R2 is undecided, then R1 A R2 remains

true false undecided undefined )
undecided unlessR1 orR2is false

false true undecided undefined

. . . undefined has noimpact on the decision
Logical conjunction

||

true false undecided true

false false false false If Ris undecided, then =R remains undecided
undecided  false undecided undecided

true false undecided undefined

q
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Definition of 4-Valued Booleans (or Boolean4)

= All other logical operators are defined using the Morgan laws.
o Logical disjunction

@1V @, 1= (=@ A-@,)

o Logical exclusive disjunction
P1D @, := (P1V Q) A—~(@1 A P3)

o Logical inference
Q1 == ~ P VO,

I LNKOPING G “® MODPROD'2023 - CRML Tutorial
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Definition of the Continuous Clock

e There is one continuous clock denoted €.
* It represents the Newtonian time. All time instants t € R.

e All time instants t in € have a value which depends on an arbitrary time origin t,.
Therefore, only time differences (or delays) t, — t; are meaningful.

* Events always occur in the continuous time domain.

e If RlT occurs at time t,, and RZT occurs at time t,, then the delay between the two events is given
by RZT — RlT. There is no need to get the values of t; and t, which are meaningless. The time
difference is given by t, — t; = RZT — RlT.

g
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Definition of Time in the Continuous Clock

Time t in the continuous clock € is defined as the elapsed physical time from an initial event EOT,

which means that t := €T — E,T where €7 is the continuous clock tick (thus corresponding to the
current instant).

The fact that the value of time t depends on the initial event E,T is denoted t € G(E,T).

vV

E,T cT @(EOT)

Event e is external;
Real d elapsed physical time is time from e;

LNKOPING G “® : . -
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Definition of Discrete Clocks

A discrete clock tick is an occurrence of an event ET. The discrete clock domain is denoted D.

A discrete clock is a set of ticks ordered in time. A clock can have a predefined or non-predefined
number of ticks.

Q={g"1, 67T, ..., ET, ..}

Boolean b is external;
Clock ¢ is new Clock b;

Clocks generated by the same Boolean R are denoted
Q(R) = {R(t) T, R(t,)T, ...}

I ! f I
RT RT RT RT

* Time associated to a discrete clock is given by the sequence number of the clock tick, but each
clock tick is associated with its time occurrence in the continuous clock domain. The it" tick of
clock Q2 is denoted €2, = R(ti)T. It is occurring at time i € N in the discrete clock domain and at time
t. € R in the continuous clock domain.

v

g
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Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) aSSes Probabilties SRS eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)

q
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Definition of Time Periods

= AneventET corresponds to the single occurrence of a 4-valued Boolean ¢ becoming true.

Boolean b is external;
ET = (PT Event e is new Event b;

= Atime period is a time interval between two events. The left and right boundaries can be
included or excluded.

P = ([ | ]) (PlT, (PZT ([ | ]) Event el is external;

Event e2 is external;

. . ) Period Pl is [ el, e2 ];
cplT is called the opening event. It is denoted PT. Period P2 is ] el, e2 ];
@, T is called the closing event. It is denoted P4.. Period B3 is [ el, e2 [;
Period P4 is ] el, e2 [;
P=([IDPT,PL(LI])
Period P is external; P
Event e is P start;
Event e is P end; T T
‘~P1T (PzT
PT P

g
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Definition of Multiple Time Periods

= A multiple time period P is a set of time periods P, ordered by increasing opening events
P:={Py,Py..,P,}

= Multiple time periods P containing time periods opened at all occurrences of RlT and closed at all
occurrences of RZT are denoted

P=TI([ | DR, RT(LID) :={([11)QRy), QR ([ 1]}

Period Pl is extexrnal;
Period P2 is extexrnal;
Period Pn is external;
Pl Periods P3 is { P1, P2, Pn };
Clock cl is external;
P2 Clock c¢2 is external;
Periods P4 is [ cl1l, c2 1;
Periods P5 is ] ¢cl1, c2 1;
P3 Periods P6 is [ cl, c2 [;
T T T Periods P7 is ] ¢l1, c2 [;

R, T R,T R,T

v
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Definition of Non-Overlapping Multiple Time Periods

= A non-overlapping multiple time period P is a multiple time period such that

P=TI([ | DRT, -RT([ | 1))

where R is a Boolean.

= A non-overlapping multiple time period contains no overlapping time periods.

I I [
RT RT RT

v
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Definition of Master Time Periods

= A master time period M is a time period or a non-overlapping multiple time period that
truncates time periods or multiple time periods P. The result of the truncation is a time period if

M and P are time periods, or a multiple time period denoted M o P otherwise .
= fM=TI(([ | ) RT, -RT ([ | 1)) and P = [ E,T, E,T ], then
M>P:=[(RAE)T, (-RVE,)T]

= IfP={Py, P, ..P,}then
M>P:={M>P,M>P,,..MDP,}

E,TRT E,T
[ ! '
Ilo LINKOPING ::eDF MODPROD'2023 - CRML Tutorial
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Start and End of Simulation Time

e ETL formula for evaluating requirements are independent of simulation time window:
ETL time spans from — o to + oo.

e Simulation time window spans from t, to t:.

* The user must ensure that all events to be verified occur between t, and t;, excluding t; and t..
This can be done by encapsulating all events in a single master time period, that defines the
beginning and the end of the test-case.

» Before the beginning of the master time period, all requirements are evaluated to undefined:
testing has not started. After the end of the master time period, all requirements are evaluated to
true or false. If some requirements are still undefined or undecided, that means that not all
events are within the master time period and testing is incomplete.

| |
| |
undefined | undefined, undecided, true or |true or false
|
3 false
I

-

A

v

Test starts Test ends
— OO to tf + (0.0)

¢
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Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) aSSes Probabilties SRS eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)

q
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Definition of Operators

An operator is a function between two domains A and B (that can be equal or not)

f:A > B

Domains A and B can be composed of multiple domains:
e A=A; xA,x..xA,
e B=B;xB,x..xB,

// Definition of disjunction of two Booleans.

A unary operator on domam A IS a funCtlon Operator [ Boolean ] Boolean bl 'or' Boolean b2
f-A > A = not (not bl and not b2);
. . . ] // Example of function call
* A binary operator on domain A is a function Boolean bl is external:
Boolean b2 is external;
frAxA > A Boolean b is bl 'or' b2;

- Useful e.g., for defining appropriate operators to
rigorously evaluate requirements (see ETL library)
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Definition of Templates

* Templates are operators on Booleans taking Booleans as values.
tB;xB,x ..xB, > B

* Example: mission change. If requirement R; fails, then requirement R, should be satisfied at most
1h after Ry fails.

missionChange (R4, R;) :=-R;{ = R,® [Rli«, R1~L + 1*h] // Definition of disjunction of two Booleans.
Template bl 'or' b2 = not (not bl and not b2) ;
If mission change fails, then switch to R3 // Logical inference
Template bl 'implies' b2 = not bl 'or' b2;

missionChange (missionChange (R4, R;), Rs3)

* Example: if assumption A, is verified then R, should be satisfied, else R, should be satisfied
rule (Al, Rl, Rz) = (Al = Rl)/\ (_'Al = Rz)

- Useful e.g., for defining combination of requirements
(see logical inference)

g
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Definition of Categories

* Categories are operators on operators. They are introduced to handle the computation of

operator a(p) in
PP :=Ja(<p) do

@ eP

* A category is defined as an operation on a domain O of operators

O(D;—> D) —» O(D— D,
o} - C(o)

* Example from fragment code
of ETL library

- Useful e.g., for defining the early decision event
and have a requirement diagnosis (if possible)
before the end of the time periods (see ETL library)

// Decide
Operator 'decide’ is

Operator [ Boolean ] 'decide' Boolean phi 'over' Period P = phi 'or'

Category cl is Category increasingl
={ (>, ), 6= >, K, >, k=, >), (=, >), (<>, >) };
Category {} Cl is associate increasingl with ’'decide’;

Category c2 is Category increasing2
={ (>, >, 6=, >), (£ >), (K=, >) };
Category {} C2 is associate increasing2 with 'decide’;

Operator [ Boolean ] 'id' Boolean b = b;
Operator [ Boolean ] 'cte_false' Boolean b = false;
Operator [ Boolean ] 'cte_true' Boolean b = true;

Category c3 is Category varyingl = { ('id', 'cte false') };
Category {} C3 is associate varyingl with ’'decide’;

Category c4 is Category varying2 = { ('id', 'cte_true') };
Category {} C4 is associate varying2 with 'decide’;

LINKOPING - : -
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Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) aSSes Probabilties SRS eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)

q
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Definition of a Requirement

A requirement R is a 4-valued Boolean obtained by combining a 4-valued Boolean ¢ with a time

period P:
R := @®P

* Therefore, the ® operator that creates requirements goes from the cross-product of the domains
of Boolean and time periods to the domain of Booleans:

XR:BxP > B

* The value of R =@®P is: ®P := a(p) depends on the condition ¢.
= a(yp)d
¢ j (¢) de It filters out the events d¢ that are not decision events.

¢ eP

* Value of R varies with time until period P ends and stays constant after period P closed.
* Examples
P @ = count (ET, P) <2 Q= count (ET, P) >3

a(e) := count (ET,P)>2= ) a(e) := count (ET,P)>3= [0)

g
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Definition of Decision Events

* A decision event is an event that occurs
when the decision whether R is satisfied or not can be made.

* The decision events for condition ¢ € B and single time period P € P constitute
a clock whose ticks are denoted dev(g, P) T.

dev(p,P) T= (a(go,P)Xgo V = (a(e, P)><g0)) T

* They occur when a(¢@, P)X¢@ becomes true or false.

* In principle, the value ¢ @ P should be the same at all decision events,
but there may be some situations where the value of ¢ & P can differ from one decision event to
the other.
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Events Filtering

* The filter a(g, P) filters out the events of ¢ which are not decision events
and ensures that the closing event of P is always a decision event if ¢ € B,.

* The filter is composed of two terms, one that depends only on ¢ and the other that depends only
on P:

a: BXP — B
a(p,P) = a/(@) P |

« dev'(p,P) T = (a’(go, P)xq@ Vv —(a'(e, P)Xgo)) T is called the early decision event
because if it occurs, it occurs before P |.

* There is no general algorithm for computing a’(¢) from the condition ¢,
but a general procedure is given in CRML specification.
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Requirements’
Evaluation

Example 1

with the decision event
at the end of the time period

) ¢
vz & T eDF

; false
' undecided
@ ®P=[a(o,P)x ¢ undefined |
| false
undecided |
a(e,P) x o ‘
true
false
a(p,P) == @vPl
true 3
¢ = (count(y,P)<3) ! false
‘ 5
4
3 =
i 1
o S |
count(y,P) ; 2 |
+ P A PN |
Al NS S S| X
(WD (D2 (w1 (yD* (w1)° (y De (w17
PT Pl
MODPROD'2023 - CRML Tutorial 58



Requirements’
Evaluation

Example 2

with the decision event
at the end of the time period

) ¢
vz & T eDF

| | true
| undecided
undefined
e®P=fal@P) xe — |
1 trie
undecided |
a(p,P)xe@ :
truf/e
false
a(p,P) == @vPl
true
@ = (count(y,P)<5) 1
s
4 ‘ !
3 =4
| 2
| 1 c
0 T o
count(y,P) 3 2|
s Py A A A LA
w1 | ¢ el ]
(WD D> (w1 (yD? (v 1° (y e (w 1)’
P1 Pl
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Definition of Satisfaction of a Requirement

A requirement R = @QP is satisfied iff @®P = true at the decision event dev(¢, P) T.

The satisfaction of R is denoted P E ¢
which means that condition ¢ is satisfied over time period P:

E: 2PxB — B,
(P, ) — P = ¢ := (¢QP)(@dev(p, P) T) = true)

P & @ is a 2-valued Boolean:
* If R = @QP is satisfied, then (pQP)(@dev(p, P) T) = true) and P = ¢ = true.
* If R = @Q®P is not satisfied, then (pQP)(@dev(p,P) T) = false) and P = ¢ = false.

Therefore: P = ¢ = (pQ@P)(@dev(p,P) 1)
The value of (@QP)(t) is:

undefined if t < @P; T undefined till time period P is not open
(p®P)(t) =S undecided if @P; 1<t < @dev(p,P) T undecidedtill decision event hasn’t occurred within P
PEg if t > @dev(p,P) T satisfiedornot satisfied when decision event occurred
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Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) aSSes Probabilties SRS eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)
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Definition of Sets

A set S is a finite collection of n elements a; from the same domain A:

S:={a;,a,..ap,a€A,1<i<n}

There are no duplicates in a set.

If set S; and set S, have the same elements, they are equal even if their elements are listed in
different orders.

// Non-empty typed set
Real el is external;

Three kinds of sets

° Typed Real e2 is external;
Real en is external;
* Empty [Real {} S1 is] { el, e2, en };
. // Empty typed set
y SpeCIaI [Boolean {} S2 is] {};
. . . // Special set
* Special sets are sets with special operators model S3 is { 1, S2 };

* Sets of requirements

* Clocks: sets of events

* Multiple time periods: sets of time periods
* Sets of objects

UNIVERSITY
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Sets of Requirements

* Requirements can be grouped into sets of requirements

S:= { Rll RZ; ceey Rn }

* Boolean operators can be iteratively applied to all elements of a set in the following way:

* Unary operators:

opS:={opR;,0pR,, .., 0pR,}

* Binary operators:

LINKOPING
UNIVERSITY

_'S = { _'Rll _'Rz, ceey _'Rn }
Boolean R1
Boolean R2
Boolean R3
Boolean R4
op S:=R; op R, ... op R, Boolean S1

/\S:: RlARZ"'ARn
VS:=R,VR,..VR,

is
is
is
is
is

external;
external;
external;
external;
not { R1, R2, R3,

// The value of S1 is { not R1,

@S:=R1@R2...@Rn

‘
~ S €DF

MODPROD'2023 - CRML Tutorial

// Note that { R1, R2, R3, R4 }

Boolean S2 is { not R1l, not R2,

// Negation of a set of Booleans.

R4 };
not R2, not R3, not R4}.
is an anonymous set.

not R3, not R4};
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Sets of Requirements

* In general, requirements are sets of requirements because they are in general associated with
multiple time periods. It is therefore also possible to associate multiple requirements with time
periods and with multiple time periods.

* The multiple time period associated with R = &®{P,, P,, ..., P,, } is denoted ®R
QR :={P;, Py, ..., P, }

e Condition ¢ associated with a multiple time period
R=@&®{P,, Py, .., P, }:={ @®P,, ®P,, ..., 9®P, }

e Multiple conditions associated with a time period P
R={®, ¢y ..., 9, }OP :={ 0, ®P, ,RP, ..., 9, ®P }

e Multiple condition associated with a multiple time period

R= { (-pll (PZI o0y (pp }®{ Pll P2I (1Y) Pn }
={@,®{P, P,, ..., P, }, ,&{ P, P,, ..., P, }, ..., (pp®{ P, Py ..., P, }}
={@®P,1<i<p,1<j<n}

= {{ ('pll "p2/ seey (pp }®P1 }I {{ "pll ('p2/ seey (-pp }®P2 }I ey {{ (-pll (-p21 o0y (pp }®Pn }}

¢
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Definition of Probabilistic Requirements

* The satisfaction x of requirement R = @®P is defined as x = P & ¢, where x is a 2-valued
Boolean that takes the value true if R is satisfied, or false otherwise.

* Arealistic requirement cannot be satisfied with absolute certainty.
To that end, the satisfaction of a probabilistic requirement R is defined as
a condition to be satisfied on the probability p that x = true,
e.g.p = 99.9%, orp = f(t) where f(t) is a function of time.

* Then x € B, is replaced by a random variable X that associates probabilistic events to the
outcomes true or false:

X: Q— B, where () denotes the domain of probabilistic events.

Q) is the randomized version of domain 27 xB.

* Examples of probabilistic events can be whether a tank level subject to random fluctuations
exceeds a maximum level within a given time period, or whether a system goes out of its
authorized operating domain according to measurements subject to random errors.
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Definition of Probabilities

* The probability that requirement R = @®P is satisfied is then
P(X = true|dev(e, P) T), the outcomes of X beingx = P E ¢.

* Probabilities // External inputs

Boolean b is external;
Clock ¢ is external;

// Probability that b is true at all time instants t
Probability p_of b is Probability b;

// Probability that b is true at all ticks of clock c
Probability p_of b _at c¢ is Probability b at c;

* Estimate of mean values and variances of random variables

Probability x is external;
Real y_estimator_of_x is estimator x;
Real y_estimator_of_variance_of_x is estimator wvariance x;
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Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) Classes Probabilties SRS eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)
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Definition of Classes

class Pump is {

-

The 4 requirements
can be encapsulated
into a generic class
« Pump »

-

}i
When the system is defined,
each requirement is
automatically instanciated b
for each pump

) ¢
hovuizs ~ TepF

String ident;
Boolean isStarted is external;
Real temperature is external;

quirement Rl is

8

11

// Rl: While the system is in operation, the pump must not be started more than twice. -\\\

'during' system.inOperation 'check count' (pump.isStarted 'becomes true') '<=' 2;
// R2: At least one hour must separate two consecutive pump startups.
Requirement R2 is
'after' pump.isStarted 'for' 1*h 'check count' (pump.isStarted 'becomes true') '==' 0;
// R3: While the pump is in operation (i.e. started), its temperature must always stay below 50°C.
Requirement R3 is
'during' pump.isStarted 'ensure' pump.temperature < 50*degC;
// R4: While the system is in operation, after the pump temperature rises above 40 °C,
// the temperature must not stay above for a duration of more than 1 mn cumulated over the next 15 mn.
Requirement R4 is
'during' system.inOperation 'after' pump.temperature > 40*degC 'for' 15*mn _”//
'check duration' (pump.temperature > 40*degC) '<' 1*mn;

class System is {

Pump {} pumps;
Boolean inOperation is external;

System system is System{ Pump (ident = "POl"), Pump (ident = "PO2"), Pump (ident = "PO3") };
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Definition of a Model

« Amodel M is a container that can contain the following entities:
* Models M’ #M
* Types T and classes C
* Objects O and sets of objects S
e Variables x
* Operators f and templates t

* Calls to operators f
and templates t

* Requirements R
(i.e., calls to
operators B x P — B)

External variable Variable 1
Binding

q
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Definition of a Library

e Alibrary Lis a container that can contain the
following entities:

e Libraries ' #L
* TypesT
* Classes C
* Operators f
* An entity E that belongs to a library L is
denoted E € L or L.E.
* Ex:L;.L4,.C;
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Definition of a Package

* A package P is a container that can contain
the following entities:

* Packages P’ #P
 Libraries L
* Models M
* An entity E that belongs to a package P is
denoted E € P or P.E.
* Ex:P1.P1q.L4
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Definition of Customized Types

* Example 1:
Definition of a new type for requirements

// Type Requirement is aimed at providing a dedicated keyword
// to requirements and forbid the use of temporal operators by the user.
type Requirement is Boolean forbid { *, +, integrate };

/* Define type PhysicalQuantity to handle physical units */

° Example 2: parti..a.l type E"hysicalQuantity is (Real q is rat.:e*u - offsei.:) {
.. . String SIUnit; // SI unit for quantity gq
DEf|n|t|On Of Sl units String userUnit; // User unit for quantity q
String SIDimension; // Unit for quantity g expressed in the fundamental units
String SIFUnits = "[m] [kg]l [s][K]"; // Fundamental units of the chosen unit system
Real u; // Quantity g expressed in user units
Real rate; // Conversion rate between user units and SI units
Real offset; // offset between user units and SI units

};

/* Physical unit: temperature */

partial type Temperature is PhysicalQuantity (SIUnit = "K", SIDimension= "[K]");

type TemperatureKelvin is Temperature (userUnit = "K", rate = 1, offset = 0) alias K;

type TemperatureCelsius is Temperature (userUnit = "Celsius", rate = 1, offset = 273.15) alias Celsius;

UNIVERSITY
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Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) aSSes Probabilties SRS eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)

q
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ETL: From 2-value logic to 4-value logic

Requirement [ R :=(true | undecided | undefined | a | R)®P J
Time period [ P :=([|]) event, event([ | ]) J
Event [ event := RT (R becomes true) J
Boolean

. { R := R| =R | RLAR2 J

New temporal operators to evaluate requirements subject to time periods :

x : filters events to keep decision events
+ : accumulates decision events to make the final decision (satisfied or not)

) ¢
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ETL: Requirement Evaluation by Example

Time period: P =
Condition: ¢ = '‘check count’ (pump.isStarted ‘becomes true’) ‘<=‘' 2
Requirement: ¢$QP = ‘check count’ (pump.isStarted ‘becomes true’) ‘<=' 2

Value of the requirement: val(¢@®P)

P |=cp <> val(p®P) = true val(p®P) = e&®P
_ Condition ¢ satisfied at the end of time period P
@®P = undefined e®P = true e®P = false @®P = undefined
val(@®P) = undefined  val(@®P) = undecided val(¢®P) = false  val(p®P) = false
[ T R not satisfied
System 9 'a ] “n W System
. S o) Q S ol .
operation 3 ¢ 32 S ¢ operation stops
starts T 3 5 3 € 3
© o T o

¢ Opening event Decision event Closing event
hovuizs: ~ TepF



ETL: Requirement Evaluation by Example

Time period: P =
Condition: ¢ = '‘check count’ (pump.isStarted ‘becomes true’) ‘<=‘' 2
Requirement: ¢$QP = ‘check count’ (pump.isStarted ‘becomes true’) ‘<=' 2

Value of the requirement: val(¢@®P)

P |=cp < val(p®P) = true val(p®P) = &P
_ Condition ¢ satisfied at the end of time period P
@®P = undefined e®P = true @®P = undefined
val(@®P) = undefined  val(@®P) = undecided val(p®P) = true
[ R satisfied
System 9 = 0 3 System
. v - o3} .
operation 2 ¢ 3C operation stops
starts T 3 S 3
©
Opening event Closing &

LNKOPING & “® decision event
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Relationship between 2- and 4-value Boolean algebras

e 2-value Boolean algebra tautology ¢ v —¢ = true
is not verified any more for 4-value Boolean algebra.

e @ is never undefined if ¢ is always inside a time period.
e @ is never undecided if the end of the time period equals the start of the time period.

* Therefore, @ is never undefined nor undecided if time periods are infinitely small and infinitely
close together. This corresponds to limiting situations where decisions can be made
instantaneously at any time instant.

* For Boolean algebras val(¢@®P) = &P

) ¢
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ETL: Tem pOra I O peratO rs ¢1 and @2 represent the values of the same

variable at different instants in time
| |
el P2

v

X Filter operator

true true false undecided undefined
false undecided undecided undecided undefined axQ= { undecided iff filter a is on

-> Filters events to keep decision events

Il [dl:[:B8 undecided undecided undecided undefined P iff filter a is off

Lo [Fil .8 undefined undefined undefined undefined
PP :=j a(ep) do

¢ eP

Accumulate operator

o1+ 2 > Defines the decision policy for

requirement satisfaction
true true false true true

When ¢ becomes false, R(¢p) remains false
even if @ becomes true later on.

false false false false false

undecided true false undecided undecided

undefined true false undecided  undefined  undefined and undecided do not change
the decision.

.4 .
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library ETL is {
// Operators on Boolean
// Logical disjunction

ETL L| bra ry: Template bl 'or' b2 = not (not bl and not b2) ;
// Exclusive logical disjuncti

Ope rato rs On Tenpl:t:s;‘;e'x:gfc:Z = igzm':oi?an) and not (bl and b2);
// Logical inf

Booleans, el oot w1 rox 2

ClOC kS a nd // Operators on clocks

// Filter clock ticks inside a time period
Operator [ Clock ] Clock C 'inside' Period P
= C filter (tick >= P start) and (tick <= P end);

Events

// Count the occurrences of events inside a time period
Operator [ Integer ] 'count' Clock C 'inside' Period P = card (C 'inside' P);

// Operators on events
// Events generated when a Boolean becomes true
Operator [ Clock ] Boolean b 'becomes true' = Clock b;

// Events generated when a Boolean becomes false
Operator [ Clock] Boolean b 'becomes false' = not b 'becomes true’;

// Events generated when a Boolean becomes true inside a time period
Operator [ Clock] Boolean b 'becomes true inside' Period P
= (b 'becomes true') 'inside' P;

// Events generated when a Boolean becomes false inside a time period
Operator [ Clock] Boolean b 'becomes false inside' Period P
= (b 'becomes false') 'inside' P;
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// Operators for the evaluation of requirements
// Check

ETL Library: ) o]ttt e e
// luate

Tem pOral Ope?a’:o:a[ Boolean ] 'evaluate' Boolean phi 'over' Period P

Operato rs tO = integrate (('decide' phi 'over' P) * phi) on P;

Evaluate

Requirements

// Decide
Operator 'decide' is
Operator [ Boolean ] 'decide' Boolean phi 'over' Period P = phi 'or' (P end));

Category cl is Category increasingl
= { (>I >) r (>=I >=) r (<I >=) r (<=I >) r (=I >) r (<>I >) };
Category {} Cl is associate increasingl with 'decide’;

Category c2 is Category increasing2
={ (>, >, = >, K >), =, > };
Category {} C2 is associate increasing2 with 'decide’;

Operator [ Boolean ] 'id' Boolean b = b;
Operator [ Boolean ] 'cte false' Boolean b = false;

Operator [ Boolean ] 'cte_ true' Boolean b = true;

Category c3 is Category varyingl = { ('id', 'cte false') };
Category {} C3 is associate varyingl with 'decide’;

Category c4 is Category varying2 = { ('id', 'cte_true') };
Category {} C4 is associate varying2 with 'decide’;
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Architecture of CRML

CRML

Operators Types Sets Booleans Time Reals
(functions) aSSes Probabilties SRS eriods Integers
Objects Clocks P Strings

Requirements

CRML function libraries

FORM-L

Evaluation of requirements Functions to express requirements

ETL

 FORM-L (FORMal Requirement Modelling Language) is a CRML library
that implements the FORM-L language (T. Nguyen) to express requirements
in more user-friendly way (i.e., closer to natural language)

* ETL (Extended Temporal Language) is a CRML library to evaluate requirements
(i.e., whether they are satisfied or not)

q
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FORM-L Library:
Time Periods

MODPROD'2023 - CRML Tutorial

1

library FORM L is ETL union {
// Operators to define time peziodd
// From events occur

Operator
// After
Operator

[ Periods ] 'from' Clock ev = Periods [ ev, new Clock false ];
events occur
[ Periods ] 'after' Clock ev = Periods ] ev, new Clock false ];

// Before events occur

Operator
// Until
Operator
// While
Operator
// After
Operator
// After
Operator
// After
Operator
// After
Operator

[ Periods ] 'before' Clock ev = Periods [ new Clock false, ev [;
events occur

[ Periods ] 'until' Clock ev = Periods [ new Clock false, ev ];

a Boolean is true

[ Periods ] 'during' Boolean b = Periods [ Clock b, Clock not b ];
events occur and before events occur

[ Periods ] 'after' Clock evl 'before' Clock ev2 = Periods ] evl, ev2 [;
events occur and until events occur

[ Periods ] 'after' Clock evl 'until' Clock ev2 = Periods ] evl, ev2 ];
events occur and for an elapsed time

[ Periods ] 'after’' Clock ev 'for' Real d = Periods ] ev, d ];

events occur and within an elapsed time

[ Periods ] 'after' Clock ev 'within' Real d = Periods ] ev, d [;

// From events occur and before events occur

Operator

[ Periods ] 'from' Clock evl 'before' Clock ev2 = Periods [ evl, ev2 [;

// From events occur and until events occur

Operator

[ Periods ] 'from' Clock evl 'until' Clock ev2 = Periods [ evl, ev2 ];

// From events occur and for an elapsed time

Operator

[ Periods ] 'from' Clock ev 'for' Real d = Periods [ ev, d ];

// From events occur and within an elapsed time

Operator

[ Periods ] 'from' Clock ev 'within' Real d = Periods [ ev, d [;

// When events occur

Operator

[ Periods ] 'when' Clock ev = Periods [ ev, ev ];
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FORM-L Library:
Operators to
Evaluate
Requirements

MODPROD'2023 - CRML Tutorial

// Operators for the evaluation of requirements

// Checking that a requirement
Operator [ Boolean ] Periods P
// Checking that a requirement
Operator [ Boolean ] Periods P
// Ensuring that a requirement

is satisfied at the end of a time period

'check at end' Boolean b = 'check' varyingl 'id' b 'over' P;
is satisfied at any time instant of a time period
'check anytime' Boolean b = 'check' varying2 'id' b 'over' P;

is satisfied all along a time period

Operator [ Boolean ] Periods P 'ensure' Boolean b
= ('check' ('count' (b 'becomes true') == 0) 'over' P) and (P 'check anytime' b);

// Checking that the number of event occurrences at the end of a time period

// is lower or higher than a threshold

Operator [ Boolean ] Periods P 'check count' Clock E '<' constant Integer n
= 'check’' (('count’ E 'inside' P) increasingl '<' n) 'over' P;

Operator [ Boolean ] Periods P 'check count' Clock E '<=' constant Integer n
= 'check’' (('count’ E 'inside' P) increasingl '<=' n) 'over' P;

Operator [ Boolean ] Periods P 'check count’' Clock E '>' constant Integer n
= 'check’' (('count’ E 'inside' P) increasingl '>' n) 'over' P;

Operator [ Boolean ] Periods P 'check count' Clock E '>=' constant Integer n
= 'check’' (('count’ E 'inside' P) increasingl '>=' n) 'over' P;

Operator [ Boolean ] Periods P 'check count' Clock E '==' constant Integer n
= 'check’' (('count’ E 'inside' P) increasingl '==' n) 'over' P;

Operator [ Boolean ] Periods P 'check count' Clock E '<>' constant Integer n
= 'check’' (('count’ E 'inside' P) increasingl '<>' n) 'over' P;

// Checking that the duration of a condition at the end of a time period

// |lis lower or higher than a threshold

Operator [ Boolean ] Periods P 'check duration’' Boolean b '<' constant Real d
= 'check’ (('duration' b 'on' P) increasing2 '<' d) 'over' P;

Operator [ Boolean ] Periods P 'check duration' Boolean b '<=' constant Real d
= 'check’' (('duration' b 'on' P) increasing2 '<=' d) 'over' P;

Operator [ Boolean ] Periods P 'check duration' Boolean b '>' constant Real d
= 'check' (('duration' b 'on' P) increasing2 '>' d) 'over' P;

Operator [ Boolean ] Periods P 'check duration' Boolean b '>=' constant Real d
= 'check’ (('duration' b 'on' P) increasing2 '>=' d) 'over' P;
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Increased Readability of FORM-L Requirements

* Natural expression

“When the system is in operation check the pump starts no more than 2 times
and the pump temperature is below 50 °C”

* FORM-L translation vs. ETL translation

// FORM-L translation
Boolean R_forml is
'during' system.inOperation 'check count' (pump.isStarted 'becomes true') '<=' 2
and 'during’ pump.isStarted 'ensure' pump.temperature < 50*degC;

// ETL translation
Periods Pl is [system.inOperation 'becomes true', system.inOperation 'becomes false'];
Periods P2 is [pump.isStarted 'becomes true', pump.isStarted 'becomes false'];

Boolean R _etl is
check (count (pump.isStarted 'becomes true' 'inside' Pl) <= 2 over Pl)
and check ( count( pump.temperature >= 50*degC 'becomes true' 'inside' P2) == 0) over P2;

) ¢
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Practical exercises

* How to formalize textual requirements?
* Traffic light example

* Pumping system example
* Mission change case

 Typical realistic requirement

* How to define new operator or template? | - Inspire yourself

_ ] from ETL and
* How to define library? FORM-L librairies

.. .
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Example: Traffic Light

* List of informal requirements
* “Reql: After green, next step is yellow”
* “Req2: Step green should stay active for at least 30 seconds”
* “Req3: After green becomes active + 30 seconds, next step should turn yellow within 0.2
seconds”

e Exercise: Try to formalize requirements above in CRML
e Advice: Use ETL and FORM-L libraries

Notepad++ could be used for code editing
Installation of crm1 . xml enables syntax highlighting

g
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model Spec is ETL union FORM L union ({
// Requirement model for the traffic light example

Example:
Traffic Light

* A possible translation in CRML

LINKOPING
UNIVERSITY

};

¢
& S EeDF

// Definition of Requirement type
Type Requirement is Boolean forbid { *, +, integrate };

// List of external variables
Boolean red is external;
Boolean yellow is external;
Boolean green is external;

// Definition of requirements

// reql: "After green, next step is yellow"

Requirement reql is
'after' (green 'becomes true') 'before’' (yellow 'becomes true')
'check count' (red 'becomes true') '==' 0;

// reqg2: "Step green should stay active for at least 30 seconds"
Requirement req2 is

'after’' (green 'becomes true') 'for' 30

'ensure' green;

// reqg3: "After green becomes active + 30 seconds,
// next step should turn yellow within 0.2 seconds"
Requirement req3 is

'after' (green 'becomes true' + 30) 'for' 0.2

'check' yellow;
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Example: Pumping System Exract rom IEEE SysCon g anice

* List of informal requirements
R1: While the system is in operation, a pump must not be started more than twice.

R2: At least one hour must separate two consecutive pump startups.

R3: While the pump is in operation (i.e. started), its temperature must always stay below 50°C.

R4: While the system is in operation, after the pump temperature rises above 40 °C, the temperature must
not stay above this value for a duration of more than 1 mn cumulated over the next 15 mn.

* Exercise: Try to formalize requirements above in CRML
* Advice: Use ETL and FORM-L libraries

Notepad++ could be used for code editing
Installation of crml . xml enables syntax highlighting

q
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https://doi.org/10.1109/SYSCON.2018.8369502

Exa m p | e : P u m pi n g SySte m Extract from IEEE SysCon’18 article

(doi: 10.1109/SYSCON.2018.8369502)

R1: While the system is in operation, a pump must not be started more than twice.

Requirement Rl is
'during' system.inOperation 'check count' (pump.isStarted 'becomes true') '<=' 2;

R2: At least one hour must separate two consecutive pump startups.

Requirement R2 is
'after' pump.isStarted 'for' 1*h 'check count' (pump.isStarted 'becomes true') '==' 0;

R3: While the pump is in operation (i.e. started), its temperature must always stay below 50°C.

Requirement R3 is
'during' pump.isStarted 'ensure' pump.temperature < 50*degC;

R4: While the system is in operation, after the pump temperature rises above 40 °C, the temperature must

not stay above this value for a duration of more than 1 mn cumulated over the next 15 mn.

Requirement R4 is
'during' system.inOperation 'after' pump.temperature > 40*degC 'for' 15*mn
'check duration' (pump.temperature > 40*degC) '<' 1*mn;

§
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https://doi.org/10.1109/SYSCON.2018.8369502

Example: Mission Change u

* Natural expression (with a logical combination of requirements)

“Requirement R:
Requirement R2 should be satisfied at most n seconds after requirement R1 is violated”

* Exercise: Try to formalize the expressions above in CRML
e Advice: Use ETL and FORM-L libraries

Notepad++ could be used for code editing
Installation of crm1 . xml enables syntax highlighting

g
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Example: Mission Change S

* Natural expression

“Requirement R:
Requirement R2 should be satisfied at most n seconds after requirement R1 is violated”

* Mathematical formulation
* R=("R1 = R2®[R1 becomes false, R1 becomes false + n seconds])&®P
« R=("R1= R2®[R1Y, R1{ + ns])®P

e A possible formulation in CRML

Requirement R1 is external;
Requ nt R2 is external;
Real n is external;

//Requirement R2 should be satisfied at most n seconds after requirement Rl is violated
Boolean systemInOperation is external;
Requirement R is
'during' systemInOperation
'ensure' ((not Rl1l) 'implies' R2 'becomes true inside' [R1l 'becomes false'; Rl 'becomes false' + n seconds])
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Example: Typical Requirement

* Natural expressions
1. The system should stay within its normal operating domain.

2. If partial requirement 1 above fails, then the system should go back
to its normal operating domain within a given time delay.

3. If partial requirement 2 above fails, or if partial requirement 1 fails with a too high failure
rate, then the system should go to a safe backup state within a given time delay.

4. The complete requirement made of the conjunction of partial requirements 1, 2 and 3 should
be satisfied with a given probability (e.g., > 99.99%).

* Exercise: Try to formalize the expressions above in CRML
e Advice: Use ETL and FORM-L libraries

Notepad++ could be used for code editing
Installation of crm1 . xml enables syntax highlighting

g
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Example: Typical Requirement

* A possible solution in CRML

class TypicalRequirement is ETL union FORM L union {

};

Which operating
action should be
. performed?

\

~

type Requirement is Boolean forbid { *, +, integrate };

Boolean inOperation is external;

Boolean inNormalDomain is external;
Boolean inBackupDomain is external;
Boolean inSystemOperatingLife is external;

Real x, y is external;
Integer n is external;

Real p is 0.99;

// rl is “During operation, the system should stay within its normal domain."
Reguirement rl is 'during' inOperation 'ensure' inNormalDomain;

// r2 is “If the system fails to stay within its operating domain, then it should not stay outside of its normal domain for more than x minutes.

Requirement r2 is 'during' inOperation 'ensure’ (not inNormalDomain 'implies' r2_ outside);
Requirement r2 outside is 'during' [inNormalDomain 'becomes false', inNormalDomain 'becomes false' + x mn] 'check at end' b;
Boolean b is inOperation 'implies' inNormalDomain;

// r3 is "The system should not go outside its normal domain more than n times per year.”
Requirement r3 is 'count' ((b 'becomes false') on [b 'becomes false', b 'becomes false' + 1 year] <= n;

// r4 is “If (rl and r2 and r3) fail, then the system should go to its backup domain within y minutes as soon as the failure is detected.”
Requirement r4 is not (rl and r2 and r3) 'implies’
'during’ [(xl and r2 and r3) 'becomes false', (rl and r2 and r3) 'becomes false' + y mn] ’'check at end' inBackupDomain;

// R is “During system operating life, rl and r2 and r3 and r4 should be satisfied with a probability of success of p%.”
Real prob is estimator Probability (rl and r2 and r3 and r4) at inSystemOperatingLife 'becomes false';
Requirement R is 'during' inSystemOperatingLife 'check at end prob' > p;

LINKOPING
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CRML toolchain
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Outlook of a CRML
framework

CRML Framework

is integrated with
Modelica

.. .
Beowticns Ay P @DF

Informal requirements |« - - - - - ——--————————————————————

Co-design framework

Behavioural
models Graphical modelling
(Modelica, 3D CAD, MiEfeee @ |k — — |
CFD, SysML with contracts

architecture....)
FORM-L (CRML)
Requirements

I
|

I

|

|
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and design :
models |

I

I

I

I

I

I

I

I

I

|

Compiler to common

Bindings Test scenarios . .
generator generator |nterr_ned|ate
standardized format
Translator to Translators to other Presentation of
ETL languages (LTL_, CTL, results for
UML state machines...) analyses
|

Translator to Modelica and FMI

l

Full simulation code for optimization and verification

|

Simulation results
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Outlook of a CRML
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\/ Behavioural 2 :
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CRML Framework (Modelica, 3D CAD, interface oo |
CFD, SysML with contracts

is integrated with architecture...) T Noteped profl
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and design
models

CRML compiler

Bindings Test scenarios Con;ml:;:g;zmon |
Python "¢ generator generator standardized format ‘
script 5
Translator to Translators to other Presentation of
ETL languages (LTL, CTL, results for
UML state machines...) analyses
!

Translator to Modelica and FMI

Tools
@ available l

Full simulation code for optimization and verification

", CRML.mo
! CRMLtoModelica.mo

Prototypes 1
available

Simulation results
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CRML Modelica Library

 Library developed to verify the correctness of
ETL semantics for evaluating requirements

* The library contains blocks to express
time locators, conditions and probabilities

* Requirements are built by connecting the
blocks together in the form of block diagrams

I LNKOPING G “® MODPROD'2023 - CRML Tutorial

UNIVERSITY

@ Modelica

Unnamed

Timelocators
Requirements
Blocks

D Modelica_StateGraph2

v [e] ETL

O User's Guide
Timelocators
Requirements
v . Evaluator
:ﬁ- Eval
. il' Integrate
TemporalOperators
Connectors
Types
Utilities
E] Tests
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Using the CRML Modelica Library

A requirement is built by connecting a
* Let’s take again the pumping system example time locator block to a condition block

system_inOperation

Requirement Rl is

R1: While the systemiis in operation, a pump must not be started more than twice. I

'during' system.inOperation 'check count' (pump.isStarted 'becomes true') '<=' 2;

R3: While the pump is in operation (i.e. started), its temperature must always stay below 50°C.

pump_isStarted requirement_value
Requirement R3 is

'during' pump.isStarted 'ensure' pump.temperature < 50*degC; 1 and

External variables are
pump_temperature

provided by behavioral -,
@ model

T

Requirements can be connected together

q
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Using the CRML Modelica Library

inOp.

* A more complicated example with 10 months [%j

globalSeed

probabilistic requirement _—

1 month

* One can easily observe that expressing

master

probatest!.cs

requirements as block diagrams is not =l =t

ran...
nno |¥
T

convenient! Fj

Unavailability

class Pump is {
// External variable that tells whether the system is in operation

>T‘v

Boolean inOperation is external; e
// External variable that tells whether the pump is in a failure state ]7
Boolean failure is external;
Events failures is new Clock failure;
// No-start non-probabilistic requirement.
// It is not declared as a requirement because it is not the final requirement to be satisfied.
Boolean nostart is ('during’ inOperation 'excluding closing events')

'ensure’ (('during’' 1 month 'sliding while' inOperation 'for' Events failures)

'check count' Events failures '<=' 2);

// Probability that requirement no-start is true at end of the system operation
Real p is estimator Probability noStart at inOperation 'becomes false';
// Probabilistic no-start requirement.
// It is declared as a requirement because it is the final requirement to be satisfied.
Requirement noStartProb is 'during' inOperation 'check at end' p > 0.99;

While the system is in operation

Y

¢
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there should not be more than 4 pump failures in a sliding time period of one month
with a probability greater than 99 percent
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CRML compiler
From requirement modelling to Modelica code
* Developed by Linkdping University within ITEA3 EMBrACE project

* Takes CRML models as input and produces Modelica models as
output (based on the CRMLtoModelica.mo library).

e Works only on a subset of CRML (development still ongoing)
* If you are using a VM, the compiler repository is already cloned in:
/data/crml-compiler

* If you are running the compiler on your own machine, you can clone
it from the github repository: 0 0
|

https://github.com/1lenaRB/crml-compiler

¢
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Running the compiler

* The tutorial examples and a copy of these slides can be found in
resources/crml_tutorial

* You will also find the Notepad ++ profile with syntax highlighting for CRML in
resources/notepad profile

* To run the compiler go to the compiler directory, you can use the makefile and run:
make translate DIR=<file or directory>

Where you provide the path to either a single .crml file you want to translate or to a
directory containing multiple .crml files

For example:make translate DIR=resources/crml_tutorial/BooleanNegation.crml

The .mo files are generated in the generated directory in the root

\J
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Running a CRML compiler example

e Using Notepad++ you can open the crml requirement I
model : -

* Simulate with
make translate DIR=<file path>

» not |-

* Load the models and library in e —
heated tank o

‘‘‘‘‘‘‘
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Bindings: Purpose

* The purpose of bindings is to solve the general problem of evaluating at simulation time the

formal requirement expressions that contain quantifiers on external sets and conditions on
external variables.

* Example:
® requirement R2 is 'for all' p 'in' pumps 'such that' p.inOperation 'check' not p.cavitate;
* External sets: ]
* Set pumps of objects Pump %
* External variables: mi s

BC1 BC2 Temperature 4@—[\)7
sensor

* Variable p.inOperation | I
defined in object Pump ?
| O 1

e Variable p.cavitate @ -
defined in object Pump

I
—

<

C3 BC4  Bypassvalve

T~ |

—

—

‘ Pump3

Equipments to be cooled
BC7 BC6

T

) ¢
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Bindings: Question to be Solved?

* Where to find the information to feed the external variables?

* How to do this as automatically as possible?

Pump 1
e ( ) N
" '
‘ ! A
Control valve 2 : ’
i
Heat exchanger Pump 2 i
' -
AL [ H ©—~ | : ® o=t {(®
; o o |
i
BC3 B f e
Pump3 3 £
4@—7\'7 |

'
i

i

i

i

:

1 -

Equipments to be cooled i . “’1 % o
BC7 BC6 ;

i
! 0
; 4

]
Architectural model = Behavioral model

From the functional side = to the physics: “Converters” are needed!

) ¢
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Bindings: Main Concepts

* External variable: variable used in
the requirement model whose value
is elaborated by observation

operators.

* Observation operator: function that
take as inputs variables defined in
other models.

e Static variable: variable elaborated
in an architectural model.

e Dynamic variable: variable
elaborated in a behavioral model.

LINKOPING
UNIVERSITY

¢
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Design
hypothesis

Requirements :| C Behavioral models
e \Q\

%s\
— Sl D A

) ! !

NN / /

N . X /
- 7 7/

D FORM-L model
D Modelica model

[ External data
. Component

® Observation operator

D Boundary condition

Engineering data

O Internal state (dynamic variable)
@ static attribute

<« —-—-- Instance binding
<«—— Class binding
<«--—--— Set binding

Conditions of the
environment
Initial
state



Bindings: Formal Problem

* How to construct as automatically as possible expressions such as
* py=H,(e;x .., e.x) (ex: p.cavitate)

* Where:
* yis the external variable define in object p of an external set S
* H, is the observation operator that computes y
. m.xﬁ..., e,.x are the variables defined in objects ey, ..., e, located in different models M, ...,
o

 Solution
* Set bindings provide the elements p to the external sets S.
* Class and instance bindings provide the values for external variable y.

* Define as much as possible binding at the class level, and go to the instance level only when
class binding is not possible:
* Binding at the class level is called class binding.
* Binding at the instance level is called instance binding.
* Class bindings are stored in libraries and reused across test scenarios to build bindings.

* Instance bindings complement class bindings for bindings that cannot be done at the class level and
must be specified for each test scenario.

) ¢
hovuizs ~ TepF



Set Bindings

Sis a set that is involved in a generic requirement (ex: all pumps in S must not cavitate).

For a test given scenario, S must be populated with elements. This is done by providing a binding
to S: the binding tells which are the elements of S for that particular test scenario.

The binding to S is denoted S < { py, Py, -...P1 }- P1, P>, ....P, are the objects from architectural or
requirement models M;, M,, ....M,, assigned to S by the binding.

{py, Py, ....P, } is called the target of S for that binding: target(S < {py, Py, -...Pn }) ={ P1, P>, ----Pp }-

S may have several bindings, but only one is active for a given scenario.

Feedwater valve
B‘CS

eat
R2 is E q
. ] /\/ Pump 1
erature

"for all' p 'in' pumps 'such that' p.inOperation

Tank

'check' not p.cavitate; Tﬂ L?ZC(lz
Hoal exchanger 2
T

pumps < { Pump1, Pump2, Pump3 } ‘J L‘

) ¢
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Class Bindings

Where:

class Pump_R

Requirement component model
* The purpose of class binding is to form expressions
Py =H,(Ey.x, ..., Eq.X)

external Boolean cavitate;

class CentrifugalPump
external Bdolean inOperation;
end Pump_R;
(p.y =H,(e1x, ..., e,.x))
P is the class of p
L]

Behavioral component model

Real Cm “Motor torque”;

E,, ..., E,are the classes of e, ..., €,
e To compute p.y = H, (e1.X, ..., €y.X):

* The right observation operator H, must be found.

The classes must be replaced by their proper instances.
e €1

* Set bindings perform this operation for set elements p,

and instance bindings perform this operation for the objects e;,

* Class binding is performed in 2 steps:

Input binding of H,, denoted H, (uy, ..., u,) € (u1=E;.x, ..., u,=E.x):
E1.X, ..., En.x are declared as the inputs uy, ..., u, of H,
Variable binding of H,,

. f
denoted Py € [Hy, .., H, I:
H, will be chosen among observation operators Hy, ..., H, according
to a matching algorithm (step 1 of the binding algorithm).
LINKOPING
h.v

UNIVERSITY

‘
~ S €DF

Real omega “Angular velocity of the rotor”;

—Real Pin “Pressure at the inlet”;
—Real g “Volumetric flow rate”;
equation
end CentrifugalPump;
C.
>
=3
\4
2 .
> Observation operator
)
functic% Obs_PumpCavitating
input Rea

P “Pressure at the inlet of the pump”;
input Real g “Volumetric flow through the pump”;
input Real NPSH_req[:, 2] “Required NPSH”;
t— output Bodlean3 pumpCavitating;
algorithm

end Obs_PumpCavitating

Architectural component model
class Pump_A
String id;

——external Real NPSH_req[:, 2];
end Pump_A;




Class Bindings: Example of Multiple Observers

* Example of multiple observation operators H,, ..., H, for a given external variable y.

* Let’s consider the requirement model uses the functional variable y = p.inOperation that tells whether a pump p is
started or not.

* But the notion of a started pump is not present in the behavioral model.

* The behavioral model contains variables that represent the physical state of the pumps:
* P,: pressure at the inlet of the pump casing
* P,: pressure at the outlet of the pump casing

Q: mass flow rate through the pump casing

T: torque provided to the shaft of the pump

V: voltage provided to the motor of the pump b

* The observation for p.inOperation can be:
* H;: P, —P;>threshold
* H,: Q> threshold
* Hj: T, >threshold. Can be chosen if the shaft of the pump is represented in the model.
* H,: V> threshold. Can be chosen if the motor of the pump is represented in the model.

) ¢
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Instance Bindings

* The purpose of instance binding is to form
the final expressions

p.y =H,(e;.x, ..., e,x)

* from the expressions Py = H, (E;.x, ..., E;.x)

where p is the proper instance of P

and e, ..., €, are the proper instances
of E, ..., E,.

CoolingSystem_A1 CoolingSystem_B1

 Instance binding of object a is denoted
a<{ey .. e, }instances ey, ..., e, are bound

to instance a. pumpl €< {p;, m; }

* Object a may have several declared bindings pump2 € {p,, m, }
but may have at most one active binding. pump3 € {p;}

) ¢
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Bindings: Current Implementation

Requirements
model

Design
hypothesis

o
O FORM-L model
D Modelica model

-1

External variable
External data

Component

@ Observation operator

O Internal state (dynamic variable)

@ Static attribute

D Boundary condition Engineering data « -

—
« -

Instance binding
Class binding

— Set binding

Conditions of the
environment
Initial
state

* Bindings equations can be generated with a

Python code which:

* Uses Excel files to describe the bindings:
* Set bindings, Class bindings

* Instance bindings

* Produces automatically the Modelica

verification model.

) ¢
hovuizs ~ TepF
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* Matching algorithm for choosing observation
operators has been published in deliverable
of ITEA project

e Class diagram has been developed

! Observation operator
External variable
0.n
o.n on
o.n

‘Architectural model component instance [BehavioraiTodel Componea]
Bl
O.n
[Model component instance | Model component

0.n

0.n o.n

T.n
[ inputvariable |

Q
Model component library
Input binding
0.n 1

CRML Tutorial



Running Python Script to Automate Bindings

Requirement R2 is

Step 1:

Automatic choice of
observator Hi for
each pump i

+ call to each Hi

with appropriate
inputs

LINKOPING
II." UNIVERSITY

"for all' p 'in' pumps

model ref binding model

SRIN4_v3.SRI_v3_init Behavior_Bl;

Pump_ A Architecture Al;

Obs
Obs.
Cbs.
Obs.
Obs.
ObsSy

equation

ysPro.PumpInOperationl pumpl_ inOperation;
ysPro.PumpInOperationl pump2_inOperation;
/sPro.PumpInOperation2 pump3_inOperation;
ysPro.PumpCavitating pumpl_ cavitation;
/sPro.PumpCavitating pump2_cavitation;
sPro.PumpCavitating pump3_cavitation;

pumpl_inCperation.V = Behavior_ Bl.Moteurl.Um;
pump2_inCperation.V = Behavior_Bl.Moteur2.Um;
pump3_inOperation.C = Behavior_ Bl.PompeCentrifugeDyn3.Cm;

pumpl cavitation.
pumpl cavitation.
pumpl cavitation.
pumpl cavitation.
pump2_cavitation.
pump2_cavitation.
pump2_cavitation.
pump2_cavitation.
pump3_cavitation.
pump3_cavitation.
pump3_cavitation.
pump3_cavitation.

He = Behavior_Bl.PompeCentrifugeDynl.hn;

T = Behavior_Bl.PompeCentrifugeDynl.pro.T;
d = Behavior_ Bl.PompeCentrifugeDynl.rho;
NPS5Hreq = Architecture_Al.pumpl.NPSHr;

He = Behavior_Bl.PompeCentrifugeDyn2.hn;

T = Behavior_Bl.PompeCentrifugeDyn2.pro.T;
d = Behavior_Bl.PompeCentrifugeDyn2.rho;
NPSHreq = Architecture_Al.pump2.NPSHr;

He = Behavior_Bl.PompeCentrifugeDyn3.hn;

T = Behavior_Bl.PompeCentrifugeDyn3.pro.T;
d = Behavior_Bl.PompeCentrifugeDyn3.rho;
NPSHreq = Architecture_Al.pump3.NPSHr;

end ref binding model;
K - =

¢
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'such that' p.inOperation ’'check’' not p.cavitate;

model ref verification_model

extends Pump_R;
ref binding _model BindingModel;

equation

pumpl.
pump2.
pump3.
pumpl.
pump2.
pump3.

inOperation
inCOperation
inOperation
cavitation
cavitation
cavitation

BindingModel.pumpl inCperation.y;
BindingModel.pump2_ inCperation.y;
BindingModel.pump3_inOperation.y;
BindingModel.pumpl cavitation.y;
BindingModel.pump2_ cavitation.y;
BindingModel.pump3_ cavitation.y;

end ref verification model;

Step 2:

Connection of observator outputs to
external variables of the requirement

model
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Practical exercises

 With CRML Modelica library
* Traffic light example
* Pumping system example (part)

 With CRML compiler
e Tank with failure

.. .
o T eDF




Example: Traffic Light

* List of informal requirements * Formulation in CRML

model Spec is ETL union FORM L union {

hd IlReql: After green’ next Step is yelIOW,’ // Requirement model for the traffic light example

// Definition of Requirement type

* “Req2: Step green should stay active for vpe 2 Boolean forbid ( *, +, integrate );
at least 30 seconds” P e
) //Req3: After green becomes aCtive +30 Boolean green is external;
1 // Definition of requirements
Seconds, next Step Should turn yeIIOW - // reql: "After green, next step is yellow"

reql is
H H 7 'after’' (green 'becomes true') 'before' (yellow 'becomes true')
Wlthln 0'2 Seconds 'check count' (red 'becomes true') '==' 0;
// req2: "Step green should stay active for at least 30 seconds"
2 reqg2 is
'after’' (green 'becomes true') 'for' 30

'ensure’' green;

1 // reqg3: "After green becomes active + 30 seconds,
// next step should turn yellow within 0.2 seconds"
req3 is

* Exercise: Try to translate CRML requirements S S mecomes e w30 ert 0.2
as Modelica block diagrams .

* Advice: Don’t forget to declare inputs Library CRML.mo could be used QE

g
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Example: Traffic Light

* Exercise: Try to connect the previous
requirement model with some inputs and
analyze the results

e Advice: Test with different implementation of
the traffic light control part

Model of control part

.............

Some behavioral models
(physics+control) can be found in the

“example” package of CRML.mo

UNIVERSITY

772) Modelica
Unnamed

v (@] cRmL

© users Guide

TimeLocators

Requirements

Blocks

ETL

(P ] Examples

[EJ Tests

D Modelica_StateGraph2

From a textual requirement ...

10 seconds after green becomes active,
next light should turn yellow within 0,2 seconds

!

...to its formalization in FORM-L ...

After green.isActive + 10 s
for 0,2 s check yellow.isActive

|

... its translation into Modelica ...

... and its verification by simulation vs. the physical system behavior.

Requirements model

I LNKOPING G “® MODPROD'2023 - CRML Tutorial

red_actve redObserver

e | :l‘—q st Physical 1&C
yelow_active yelowObservor . * .
green_active greenObserver &k ®
e | e

Bindings Observation model Behavioral model
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Example: Traffic Light

>1 [_green )>30 [ Yellow )>4 [ T4

_

" timelnState() > 30

Behavioral model of control part

Clock=1s

reg3 not satisfied

Clock=0.1s
req3 satisfied

.4 .
o T eDF

Provides inputs

—

Requirement model

1 // req3: "After green becomes active + 30 seconds,

-1 next step should turn yellow within 0.2 seconds"

Requirement req3 is
'after' (green 'becomes true' + 30) 'for' 0.2

'check' yellow;

o Joreen_active.y /1

1 ive.y /11
se Jyetov_activey

spec.and4_2 111

undecided
undefined J
- o Joreen_activey 12

Je Jyetov_activey ir2

spec.ands_2y /12




Example: Tank with Failure

model requirements tank is {
SEED -

class TankModel is {
Real level is external ;
— Real temperature is external;

};

T — TankModel tankm is new TankModel;

Control

// TankModel tankm;

L p—

T e of cantol companente 1 Boolean R1 is tankm.level >= 7.5;
not , ‘ Boolean R2 is tankm.level >= 10;
F_, Boolean R3 is R1 and (not R2);

Boolean R4 is tankm.temperature <= 100;

not1

¢
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CRML methodology
by example




How to Use CRML in Practice?

| verify the realism of the assumptions

N°0 I inherit my
system missions

from the « top-
level » system

or

N"1 | formalize them | renegotiate the contract

and specify the
interface coniracts of
my system

or

| change the design
N°2
| design my system

N°3
| validate my system

wri. initial
requirements

N°4

| have to improve

NO - somem"ilr?g
YES |» N°5

| send
requirements for
my components
providers

*Main principles inspired from E.Azzouzi’s PhD thesis
"Multi-faceted modeling of multi-energy systems:
Stakeholders coordination”, Jan. 2021

¢
~ ~ €DF
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4 R
List of Informal Assumptions,
Requirements and Test Scenarios
\ J
A 4
~ ) 4 ™\
Architecture Model of
> System’s sssssssssssssssen
%) Environment (SysML) .
S H
8 . J :
= . :
S H .
o A 4
2
> Reﬁz?r?rrr?ent System Solution Model
Model (CRML) (Modelica, SysML, ...)
—/
1 v A 4
’
Verification Model
(model composition via bindings)
.
v
7
Design VS. Requirements Test Report
(simulation of the verification model for the different test scenarios)
\
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https://tel.archives-ouvertes.fr/tel-03166509/document

Use-Case: Intermediate Coolinﬁ Subsystem (ICS)
A cooling system used in French nuclear power plant

Demo on ICS

Scenario: “Design justification”
Rigorously demonstrate that the ICS fulfils its mission in
compliance with the safety & physical constraints at an

éliistoflnformamssumpnons‘ ) aCCG ptable avallab”'ty rate.
0

equirements and Test Scenarios
v

L —

Architecture Model of Main System MiSSiOh
> ~ System's  feesesesesenenen, .
Envronment (SysHiL) : * Evacuate the heat produced by several served systems when

) — . .
; they are in operation

A/G Contracts

System
Requirement
Model (CRML)

N
[ System Solution Model
(Modelica, SysML )
J * With the use of demineralized water (water coming directly

from the cold source -sea or river- could damage equipment)

\ J \_

Verification Model
(model composition via bindings)

| e At a good availability rate _ _
( IS — ) (the overall plant should be shutdown if the cooling system
(simulation ofthe)vermcanon model for the t}]ﬁerentlestscenanosw does nOt properly fUIﬂI |tS mlSS|0n)

I LNKOPING G “® MODPROD'2023 - CRML Tutorial 120
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Demo on ICS

~
List of Informal Assumptions,
Requi and Test Sc
0 7
4 A 4 N
Architecture Model of
System’s
) Environment (SysML)
=3
it
£ 1 - —
5 H
o
(C]
< System
Requirement
Model (CRML)
. J _

y

System Solution Model
(Modelica, SysML, ...)

Verification Model

(model composition via bindings)

|

Design VS. Requirements Test Report

(simulation of the verification model for the different test scenarios)

LINKOPING
II." UNIVERSITY
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Types of
interface

Interconnected
systems

MODPROD'2023 - CRML Tutorial

Architectural Model of the ICS Environment

= Deminsource

n

i
= FluidTransfer

5

= Plant

1

= InfoChannel

1,

n

5 served

System

n

= coldsource

= HeatTransfer

T
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Demo on ICS

List of Informal Assumptions,
equirements and Test Scenarios

s p s N
Architecture Model of

System
Requirement
Model (CRML)

P

> System's =~ feeees
@ Environment (SysML)

o

o

£ 1 - —

s :

o

©

<

System Solution Model
(Modelica, SysML, ...)

\ J \_
y y
’
Verification Model
(model composition via bindings)
\
p

Design VS. Requirements Test Report
(simulation of the verification model for the different test scenarios)

) ¢
o T eDF

Stakeholder

Plant
owner

Local
Authority

Suppliers

coolsys_
Engineer

operator
servedsys1_
Engineer

servedSys2_
Engineer

servedSys3_
Engineer

sed_
Engineer

sek_
Engineer

local_
Authority

suppliers

Stakeholder Interaction Model of the ICS Environment

System under
responsabi

Design of the cooling system
Specifications of heat exchangers

Operation of the cooling system
Design of served system 1

Design of served system 2

Design of served system 3

Design of the demineralized water
source

Design of the drain sewer
Responsible of the integrity of the

cold-water source (sea or river)

Furniture of components such as
heat exchangers, pumps, ...

coolsys

coolsys

servedSys1

servedsys2

servedsys3

sed

sek

sen

supplied
components

MODPROD'2023 - CRML Tutorial

= Legend

A Resp. of the curtent study
ume

Internal teams
Extemal stakeholder

sed_Engineer

o
A A

sek_Engineer cooisys fEngheer servedSystems_Engineers supplier2

local_Authority supplier

At least 9 stakeholders are involved
although ICS is quite a mid-size system

-> Difficulty for the engineers to well define
system’s interfaces

-> Difficulty to track all possible changes and
provide « on-purpose » test reports for
each stakeholder without any method

- Let’'s see how CRML can help automate
the verification tasks
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Demo on ICS

~
List of Informal Assumptions,
Requi and Test Sc
0 7
s p s R
Architecture Model of
System’s
) Environment (SysML)
=3
it
£ 1 - —
5 H
o
(C]
< System
Requirement
Model (CRML)

y

P

System Solution Model

(Modelica, SysML,

)

-
Verification Model
(model composition via bindings)
\
, |
Design VS. Requirements Test Report
(simulation of the verification model for the different test scenarios)
\
LNKOPING e “® eDF
UNIVERSITY ‘ ‘

CRML requirement model

MODPROD'2023 - CRML Tutorial

Contract between the ICS and the served systems

class Served_system is {
[...1

// Mission: When the served system is operating,

// all the heat produced should instantly be evacuated by the sri
constant Real epsilon is 0.001; // tolerance

Boolean cool served system 0 is

ing inOperation ensure 0 <= sri.W - W <= epsilon

// Requirement: The served system should not be
// supercooled by the sri (to avoid thermal stresses).
Boolean cool served system 1 is

during sri.tRW <= (tRWMin - 0.1 Celsius) ensure not open;

// Requirement: The served system should be cooled by the sri
// as soon as the sri water temperature is above the minimum acceptable.
Boolean cool_served system 2 is

during sri.tRW >= tRWMin ensure open;
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Demo on ICS

List of Informal Assumptions,
equirements and Test Scenarios

0 7
s ) N
Architecture Model of
System’s
@ Environment (SysML)
g _J
= H
S H
o
(C]
< System
Requirement
Model (CRML)

y

P

System Solution Model

(Modelica, SysML,

)

Verification Model
(model composition via bindings)

|

Design VS. Requirements Test Report

(simulation of the verification model for the different test scenarios)

LINKOPING
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CRML requirement model

Contract between the ICS and the served systems

class Served_system is {
[...1

// Mission: When the served system is operating,

// all the heat produced should instantly be evacuated by the sri
constant Real epsilon is 0.001; // tolerance

Boolean cool served system 0 is

ing inOperation ensure 0 <= sri.W - W <= epsilon

da

// Requirement: The served system should not be
// supercooled by the sri (to avoid thermal stresses).

Boolean cool served system 1 is

class Cooling system is {

[...1

Boolean coldW _sri_1 is
ing not (state_stopped

™

Boolean coldW _sri_2 is
ing not (state_stopped

// Requirement: When the sri is operating,
// the temperature of the cold water source should
// be below its acceptable maximum (no overheat of the sea or river).

oY state_stopping)
sen.tCW <= sen.tCWMax;

// Requirement: When the sri is operating,
// the temperature increase of the cold water source should
// be below its acceptable maximum.

or state_stopping)
= tWW < (sen.tCW + sen.deltaTMax) ;

nsure not open;

cooled by the sri
above the minimum acceptable.

Contract between the ICS and the cold source

MODPROD'2023 - CRML Tutorial

124



Demo on ICS

List of Informal

| Assumptions,
ts and Test Sc

7~

~

Architecture Model of
System’s

Environment (SysML)

—

System
Requirement
Model (CRML)

y

(Modelica, SysML,

System Solution Model

)

ThermoSysPro model of one possible design solution

=

S8 el

S0 gy =

= |

Celte [
o gm |
| e

¢

Refinement of CRML model

[...1

class Cooling system is {

should be around 17°C

/} l‘!pi: When

Boolean kpi_1 is

// to optimize thermal transfer in exchangers
constant Temperature tolerance is 0.5 Celsius;

during inOperation ensure tRW >= (17 Celsius - tolerance)
and tRW <= (17 Celsius + tolerance);

ing, sri

-
Verification Model
(model composition via bindings)
\
, |
Design VS. Requirements Test Report
(simulation of the verification model for the different test scenarios)
\
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Possibility to refine the CRML model
by adding new constraints such as
some KPI for ICS performance
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De

mo on ICS

List of Informal Assumptions,
equirements and Test Scenarios

{ ' ' "\
Architecture Model of

System’'s = fesssssssscsscanes .
Environment (SysML)

1 : —

Construction of the verification model

Modelica model

System
Requirement
Model (CRML)

GJ

(Modelica, SysML,

N
AJG Contracts

y A

System Solution Model

)

automatic
translation via
formic.exe**

(Sciworks)

Verification Model
(model composition via bindings)

: I

Design VS. Requirements Test Report
(simulation of the verification model for the different test scenarios)

LINKOPING
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Flat* FORM-L model

manual
translation

-

(manual)

nan I Verification
Bindings

I model

* All requirements are modelled in one file
** Will be replaced by LIU compiler for the final demo

*** Will be automated for the final demo (Python script already available)

MODPROD'2023 - CRML Tutorial
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Demo on ICS

~
List of Informal Assumptions,
Requi and Test Sc
0 7
4 A 4 N
Architecture Model of
System’s ................. .
Environment (SysML)
1 —
: v

N
AJG Confracts

Sygtem System Solution Model
Requirement e onen
Model (CRML) (Modelica, SysML, ...)
) I—
O,
4 y

Verification Model
(model composition via bindings)

|

Design VS. Requirements Test Report

[ (simulation of the verification model for the different test scenarios)
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Simulation results of the verification model

Violation of ||
taised N»,—

“kpil” computed | ...

by the CRML - |

REQ inoperatir

model

T T T T
100 180 200 250

——— REQURW_degC showNiumber

Tolerance interval
for temperature

MODPROD'2023 - CRML Tutorial

i 100 «2 / z_on 2%
/ /
Temperature computed by the
ThermoSysPro model

300
o
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First demos
for industrial use




Challenges Relative to Energy Systems’
Engineering

" Interconnected systems with stringent physical constraints to ensure grid
balancing

= Long system lifecycles: new solutions build on existing ones (they are not created
from scratch)

= Compliance with strict safety and environmental rules

» Compliance with dependability and availability constraints (to ensure security of
energy supply)

= Involvement of multiple stakeholders: clients, regulatory authorities, grid
operators, ener yéoroviders, insurers, urban and land-use planning, plant
operators..., with different and possibly contradictory objectives

= Moving context with increasing uncertainties (due to lack of energy policy
coordination between countries, climate change, energy market instabilities,
evolution of demand wrt. new usages...).

Energy systems are globally

over constrained.
Methods & tools are needed to help

engineers find the best compromise

g
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CRML to Demonstrate the Correct Behavior
While Finding the Best Compromise

N HVAC system 7z | verify the realism of the assumptions
Rooms ‘ - I. I‘;'gell1|1|1’l;11ele§rglp:1)/s
‘ l c2 5fr:)m the &1;

. p-

+. 1&C . G1 KPI . Outside level » system
cabinets , L C.. \ . r

. . T S — | re-negotiate the contract (0]
and specify the
A contract = A set of « assumptions = guarantees » ietacejcontractl

R my system
Example: contract « HVAC — rooms — |&C cabinets »

| change the design or

Ne2
[ A1 |IF I&C cabinets produce x MW ] st s
A2 | AND IF rooms evacuate y MW with natural convection]
Use-Case: C1 ' THEN During a heated wave, Ivalids:gNEsﬁl:?/stem
Heat, ventilation 1 | tnc o e o comtempersre T
and air ~ ALZe \ e
Conditioning during state = heatWave ] e . a:gr:%{mﬁéove
. Modéles d’exigences ensure room.T(t) <= 17% C —_—
system in charge 8 = YES |u N°S
of cooling PlAREATCHitE0) am executable! Li;qléiii:;%(rj:::g
| am used for collaboration Slovces

control cabinets &
in nuclear 1 am refined throughout
HVAC design &ngineer slctiatons

power plants 8 the project lifecycle

Example: nonsatisfaction of contract « HVAC — rooms — |&C cabinets »
3 . Alternative 1: Re-negotiate the contract - buy reinforced cabinets > unrealistic cost

I&C cabinets provider Alternative 2: Redesign HVAC with suppl. cooling pool > ~ M€, extra cost on equipment plus project delay
Alternative 3: Refine the knowledge on the assumptions made on the rooms - ~k€, cost of the dynamic study of rooms thermal inertia

,. ¢
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Automating FMECA with CRML
to Perform Safety Analyses Earlier in Design Lifecycle

FMECA: Failure Mode and Effect Critical Analysis

Objective: identify simple failures that could lead to unacceptable consequences for system’s

missions

Current state-of-the-art FMECA are performed manually and consists in:

* Listing system’s components and, for each component, listing possible defects

* Then for each defect evaluating with static models what are the consequences on the

system’s mission.

It results in a table displaying the criticality level for each configuration which is costly, hardly
verifiable and quickly outdated (since project data evolves rapidly).

With a CRML model it is possible

to generate such table automatically
(see table for HVAC system
previously described)
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DWL Divisionl

Failure Mode

Normal Operation

Duration until LHVAC(mn)|

From LLCU to LHVAC((mn)

Scenario

[Protection Grid

Fails Blocked (FB)

0.0

0.0

[Fan

Failure to Start (FS)

10.0

0.0

[Fan

Failure to Run (FR)

60.0

0.0

[Fan

Failure to Restart (FRS)

20.0

0.0

[Fan

Spurious Operation (SO)

0.0

0.0

[Fan

Run-On (RO)

0.0

0.0

Manuel Valve

Valve Left in Wrong Position (EW)

80.0

0.0

Manuel Valve

Rupture (RU)

189.4

1794

Cooling Coil

Fails Blocked (FB)

0.0

0.0

Temperature Sensor

Failure to Provide Signal (FPZ) - untested

0.0

0.0

Temperature Sensor - Maximum Temperature Thres

Several Failures - untested

DR

0.0

0.0

T

Thres.

_.||Several Failures - untested

0.0

0.0

MODPROD'2023 - CRML Tutorial
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Usages Tested with CRML
(and previous related work on FORM-L)

= Evaluation of solution alternatives
* Use of requirement models
as an objective comparison criteria —
= Automation of FMECA studies

* Use of requirement models to define the
impact of a faulty component on system’s
missions and its criticality

* Automation of impact analysis e —
* Use of requirement models to propagate
changes in design assumptions . | =
= Stakeholder coordination

* Use of requirement models to conceive large-
scale systems and to prepare model
interfaces for the assembly of their digital
twins

Energy renovation of an urban district

) ¢
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Wrap-Up
& Perspectives




Adequacy of CRML to Realistic Engineering Problems

= CRML allows to deal with the complexity of realistic requirements on CPS

= First experiments on energy systems showed that CRML allows to automate some
engineering tasks with relatively poor human-added value (e.g., manual
evaluation of a change in design assumptions for tens till hundreds of sizing
configurations)

= Consequently, more verifications can be performed all along the project and
engineers may focus on the solution dynamic behavior to retrieve some margins
(time is source of cost reductions and cost overruns, see HVAC experiment)

g
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A First CRML Tool Support But Still Limited

* Small requirement models can be developed
with Modelica (CRML.mo)
* Larger models need CRML
* Close to natural language syntax.

* Objects with redefinition, functions and
sets.

Modelica

c
o |
* Engineering activities need a graphical design B kS
method E g
* Method development started with an < é
intern on SMR design T o

Q

—1v

SysML type
graphics

) ]
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How to Promote CRML?

= Rethinking historical engineering practices is still a long journey
but things are changing (internal digital transformation program with adoption of PLM solutions,
constitution of “textual” requirement databases...)

= CRML can foster such acculturation to System Engineering practices by offering a better
integration with disciplinary computation tools = requirements are really used to “relieve the
pain” and do not appear anymore as an extra-activity “just” made for documentation

= (Large) Adoption of CRML requires:
* Communication efforts = see perspectives for new demos
* More mature supporting tool(s) = see perspectives for a better toolchain
* Persistent tools / ecosystem —> see standardization efforts

* Better progress on the link with SysML v2 to ease adoption by the System Engineering
community and to provide graphical patterns for end-users to ‘transparently’ generate CRML

g
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What’s Next for Demos?

= Optimized design of new nuclear plants
* E.g., reduce the cost of some EPR subsystems

* Conceive SMR as a product: modular design methodology for an
adaptable SMR to export and new usages such as combined production

K
i of electricity, H, heat, water desalinization, ... TAN DEM

=> EURATOM TANDEM project just started, internal internship ongoing

= Optimized design and operation of H, stations
* E.g., offer new services to industrials and public entities

@ o for low-carbon and renewable H, production —
o for distribution to industrial processes and fleet of heavy vehicles “o :
* Efficient design of H, production plants to best fit local needs N < SR
(renewables, needs to valorize co-products such as heat, O,...): use of R @i/

models to reinforce integration engineering and guarantee The.« Westhiste 100 » Real-worl
performance all along the payback period Laboratory
=> internal R&D activity starting in 2023

g
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https://www.westkueste100.de/en/

What’s Next to Improve the Toolchain?

 Specify the tool architecture for bindings in a cross platform
compatible workflow (mainly a text-based format for binding
specification and a Modelica tool-agnostic workflow)

* Integration with the work on variable data structures

* Support of Libraries, Types and Units by the CRML compiler

g
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Standardization efforts

* Target to standardize CRML as Modelica Association project

* Efforts on integration with the SysMLv2 standard for architecture
specification

* Provide a bridge between SysML v2 and M&S

g
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Integration within SysML v2

CRML support by integration within SysML v2 ecosystem: can we
support SysML v2 within generative engineering tool, and use it to
embed CRML specifications?

Work of Siemens Belgium
partner within EMBrACE project

“CRML specifications”
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Towards a Gra

=
xternal Power W_Hot,

= ServedSystem

ﬁnial

External Power W;

fconstant Power W_Max;
external MassFlowRate Q_in;
External MassFlowRate Q_out;

xternal MassFlowRate Q_Hot;

= Requirements

S Pump

Xternal Boolean cavitation;
xternal MassFlowRate Q;

= Requirements

Requirement RQ_noCav

during inOperation
ensure

= Requirements

External Temperature T
Fonstant Temperature T_req;
onstant Temperature margin;

=

Requirements

Requirement HeatingMax

during inOperation
ensure W<W_Max;

RQ_TempOut

= partial PumpBlock

lassFlowRate Q;
fonstant MassFlowRate Q_Max;

= Requirements

Requirement Q_Max

Extends

during inOperation
ensure abs(T-T_req) <=

during true

ensure Q<=Q_Max;

Extends

margin;
| Extends Extends Extends
Extends Extends
Cl partial ! e[ |F _2Pumps = pumpBlock_3Pumps
HE1 Pump P1 Pump P1
external Boolean inOperation Pump P2 Pump P2
Pump {} Set_Pumps is Pump P3:
= P1,P2} Pump { Set_Pumps is
Requirements -
q Splitter2 Split2; P1,P2,P3}
Extends Merger2 Merge2: plitter3 Spit3;
lerger3 Merge3;
| = = Requirements
ColdSource

xternal Power W_Cold.

= Requirements

* Preliminary description of the cooling system architecture

using a class diagram

* Physical constraints on heat and water exchanges are put in

generic classes

II LINKOPING
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phical Method to Ease CRML Coding

=]

FluidLink

MassFlowRate Qf;
MassFlowRate Q2;
Boolean TimePeriod;

constant MassFlowRate epsilon =1e-3 kg/s;

= splittera
xternal MassFlowRate Q_in;

external MassFlowRate Q_out
pxternal MassFlowRate Q_out2;
pxternal MassFlowRate Q_out3;
external Pressure p_in

external Pressure p_out;

= Merger3
Xiemal MassFIowRate Q_n,

external MassFlowRate Q_in2
external MassFlowRate Q_in3;
xternal MassFlowRate Q_out;
external Pressure p_in;
External Pressure p_out;

= Requirements

= Requirements

Let’s take the cooling system (ICS) example again!

MODPROD'2023 - CRML Tutorial

abs(Q2)) < epsilon

s Requirements
Requirement = HeatLink
FluidLink_Q
Power W1;
during TimePeriod ensure abs(abs(Q1)- Power W2,

Boolean TimePeriod;
constant Power epsilon = 1 kW;

Q1 TestPeriod

= Requirements

Requirement
HeatLink_W

during TimePeriod ensure abs(W1-W2) <
epsilon

W1

TestPeriod—)WZ
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Towards a Graphical Method to Ease CRML Coding

= Attributes E
= Attributes
P1is p1 P2is p2, P3is p3.
Q_Max is 1000 kg/s, Qis +
Set_Pumps.Q, Split3 is split3,
Merge3 is merge3
= lock: H rBlock _1H
E] P1>p1: Pump
Attributes = o
ttributes
HE1is hE1, T_reqis 17 Celsius, p1.inOperation; ;\_ Qe 1.inOperation,
g |marginis 2 Celsius
®
5
S L_outt T )_int
B o 2 BE15hE1: £ — H_spl'g 3->split3: Splitter3 § = P2->p2: Pump § Merge3->merge3: Merger3,
cS: ColdSource p ® &
£ B " sy [ ; ] §$4.[2 -
Attributs 2 Attribut 2 2 Attribut
E] Attributes ‘__§ = . N o " ibutes c_ue—g-)o ributes e—g-)c_n‘ ributes
Cod ® W_Ho = - £ | I c
X s w £ £
= a a
' _outs Q_in3——Q_out—
s .
2
2 0 P3->p3: Pump
0
= N
N 230 . Attributes Qe 3 iNOperation
P > I—,
= sE: ServedSystem
= Attributes
sE.inOperation and hE1.inO ( inO!

Q_out
W_Max is 25MW

* Then the class instances diagram (interaction diagram) is defined

) ]
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Towards a Graphical Method to Ease CRML Coding

ColdSource cS2 is new ColdSource() ;

HeatExchanger hEl is new HeatExchanger()

HeatExchangerBlock_1HE hE_Block is new HeatExchangerBlock_ 1HE (HE1 is hEl, T req is 17 Celsius, margin is 2 Celsius);

class FluidLink is {

};

MassFlowRate Q1;

MassFlowRate Q2;

Boolean TimePeriod;

constant MassFlowRate epsilon = le-3 kg/s ;

Requirement FluidLink Q is during TimePeriod ensure abs(abs(Ql)- abs(Q2))<epsilon;

class HeatLink is {

};

Power W1;

Power W2;

Boolean TimePeriod;

constant Power epsilon = 1 kW;

Requirement HeatLink W is during TimePeriod ensure abs(W1l-W2) < epsilon ;

FluidLink fl1 is new FluidLink (Ql=split3.Q outl,Q2=pl.Q, TimePeriod=pl.inOperation);

FluidLink £2 is new FluidLink (Ql=split3.Q out2,Q2=p2.Q,TimePeriod=p2.inOperation) ;

FluidLink £3 is new FluidLink (Ql=split3.Q out3,Q2=p3.Q,TimePeriod=p3.inOperation) ;

FluidLink f4 is new FluidLink (Ql=pl.Q,Q2=merge3.Q inl, TimePeriod=pl.inOperation)

FluidLink £5 is new FluidLink (Ql=p2.Q,Q2=merge3.Q in2,K TimePeriod=p2.inOperation)

FluidLink £f6 is new FluidLink (Q1l=p3.Q,Q2=merge3.Q in3,6 TimePeriod=p3.inOperation)

FluidLink £7 is new FluidLink (Ql=merge3.Q out,Q2=sE.Q in.Q,TimePeriod=sE.inOperation)

FluidLink £8 is new FluidLink (Ql=sE.Q out,Q2=hEl.Q Hot, TimePeriod=sE.inOperation and hEl.inOperation) ;
FluidLink £9 is new FluidLink (Q1=hEl.Q Hot,Q2=split3.Q in,TimePeriod=hEl.inOperation);

HeatLink hl is new HeatLink (Wl=hEl.W_Hot, K W2=cS.W_Cold, TimePeriod=cS.inOperation and hEl.inOperation) ;

= ¢s: ColdSource

= Attributes

MODPROD'2023 - CRML Tutorial

) ¢
vz & T eDF

= hE Block: HeatExchangerBlock 1HE
= Attributes
HE1 is hE1, T_req is 17 Celsius,
5 margin is 2 Celsius
2
2
2
= RE1->hE1: HeatExchanger
i = -
@ —z Attributes Q_Hot hEA1i
W_Cod ® W Ho
c
kel
©
) Q_Hot
o
Q
£
1%
o

Could be generated
automatically
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Thank you

for your attention!

Contact:
lena.buffoni@liu.se

audrey.jardin@ edf.fr
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Methods Used For Requirement Verification

* Inspection.
Examination of the product or system using human senses.

* Analysis.
Validation of a product or system using calculations and models.

* Demonstration.
Use the product or system as it is intended to be used and check that it does what the user

requirements say that it should do.

* Test.
Check through multiple scenarios that the product behaves as specified under a set of carefully

specified test conditions.
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Bindings: Verification model

e )

Requirements
model

Design

hypothesis

Architectural
models

FORM-L model

Modelica model

[ Y
( 1\

4 N\
Behavioral models

L)/

-~ 7 [] External variable
[ External data

. Component

Observation operator

Boundary condition

e |00

[ Engineering data ]
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Q Internal state (dynamic variable)
@ static attribute

<« ——-- Instance binding
<«—— Class binding
€« - - Set binding

Conditions of the

environment

Initial
state



Bindings: Meta-model

Visual Paradigm Online Free Edition
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Bindings: Algorithm

LINKOPING
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The binding algorithm constructs automatically the verification model from the
requirement, architectural and behavioral models, and the set, class and instance bindings.

Let us consider:

a. an external variable y declared in a class R: R.y,
b. an external set s of objects of type R declared in an object O: O.s

The problem is to form the expressions p.y = Hy (e1.x__.... €n.X) for all objects p in set O.s.
Active bindings used as input of the algorithm

a. SetbindingO.s € {p1, ...,pn}

b. Variable binding Ry € [H1, ..., Hr]

c. Input bindings Hi(u1, ..., un) € (U=E1.X, ..., un=Ep.X) fori=1toj=r

d. Instance bindings p € {e1, ..., en}forall pintarget(O.s € {p1, ...,pn })

Algorithm
For each pin target(O.s € {p1, ..., pn})

1. Find H of lowest rank in Ry € [ H1, ..., Hc ] such that sig(H) c sig(p € { e, ..., &n }). The
result is Hy.

2. From the binding Hy (u1,_..., un) € (ui=E1.x, ..., un=Enx), form symbolically the expression
p.y = Hy(u=E1.x, ..., un=En.X).

3. ForeachEiin{Es, ...,En}

a. If there exists a unique instance g in the target of p< { g1 ..., & } such that
class(ei)) =Ei, then keep e. If role(e, p<{e, .., en }) is different from
role(R.y € [Hs, ..., Hr]), a warming may be raised.

b. Else if there exists multiple instances e in the target of p € { e1, ..., en } such that
class(ei) = E;, then keep ei such that role(ei, p € {e1, ..., en}) =role(Ry € [H1, ..., Hc ]

c. If no such unique ei may be found, then raise an error.

4. Replace in p.y = Hy (ui=E1.x__... un=En.X) the classes Ei by the found instances ei. The result is

p.y = Hy(e1x, ... en.X).




Definition of Multiple Time Periods
In the Continuous Clock Domain

= Multiple time periods P containing time periods opened at all occurrences of RT and closed at all
occurrences of RT + duration are denoted

P:=TI(([ | ]) RT, duration ([ | ]) :={([ | ]) 2(R), €2(R) + duration ([ | ]) }

The value of duration is taken at the instant of occurrence of RT: duration := duration(RT).

duration € R
duration

duration

duration

! f !
RT RT RT

v

g
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Definition Of Multiple Time Periods
in a Discrete Clock Domain

= Multiple time periods P containing time periods opened at all occurrences of RT and closed at all
occurrences of RT + duration in the discrete clock domain Q are denoted

P:=TI(([ | ]) RT/Q, duration ([ | ]) :={([ | ]) Q(RT/Q), Q(RT/Q) + duration([ | ]) }

The value of duration is taken at the instant of occurrence of RT/Q : duration := duration(RT/Q)
duration e N
duration =2

duration =5

r ot Tttt

v

v
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Operations on Booleans
in the Continuous Clock Domain

= Delay: R := R+ duration

(R + duration)(t) := R(t — duration)

The value of duration is taken at the instant of occurrence of RT: duration := duration(RT)

R
R + duration ‘
— E—
duration duration ;
RT RT+ duration R{ R4 + duration
Ry = -RT

¢
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Operations on Booleans
in the Continuous Clock Domain

* The duration of a Boolean ¢ over a time period P is the elapsed time @ is true inside P

duration (¢, P) := _[ int(¢p) dt

teP

* intis the function

1if ¢ = true
int(g) = —
0 if ¢ # true

¢
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Operations on Events
in the Continuous Clock Domain

= Delay: R,T :=R;T + duration with duration € R
RT + duration := (R + duration)®

= Elapsed time: duration := RZT — RlT with duration € R
duration = (R + duration)T —RT

The value of duration is taken at the instant of occurrence of RT: duration := duration(RT)

R
R + duration
— I
duration duration :
RT RT+ duration R{ Ry + duration

Ry =-RT

q
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Operations on Events
in the Continuous Clock Domain

= First: min(R,T, R,T)

—

_ R, T if R,T occurs before R, T
m|n(R1T, RzT) =
R,T if R,T occurs before R, T

= Definition using clocks:

min(R;T,R,T) := Q(R1TVv R2T)(e == 1)

1 1

R,T R,T
. min(R,T, R,T)
LINKOPING - . 4
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Operations on Events
in the Continuous Clock Domain

= Strictly before: R,T < R,T.

The value of R, T < R,T is decided at time instants when R, T or R,T have occurred. If
R,T and R,T have occurred, then R;T < R,T= R,T =R, T>0

true if R, T occurs strictly before R,T
fort e [ min(RlT, RZT), + oo [
R1T< RzT = —

false otherwise
fort e ]- oo, min(RlT, RZT) [ undecided

R,T < R,T true or false R,T < R,T=R,T-R,T>0

v

R,T
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Operations on Events
in the Continuous Clock Domain

= Before: R,T < R,T.

= The value of R, T < R,T is decided at time instants when R, T or R,T have occurred. If
R,T and R,T have occurred, then R;T < R,T= R,T =R, T>0

—

true if R, T occurs before R, T
fort e[ min(RlT, RZT), + oo [
R1T < RzT == false otherwise

fort e ] - oo, min(RlT, RZT) [ undecided

R,T < R, true or false R,T<R,T=RT-RT>0

v

R,T

¢
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Operations on Events
in the Continuous Clock Domain

= Strictly after: R,T > R,T.

= The value of R, T > R,T is decided at time instants when R, T or R,T have occurred. If
R,T and R,T have occurred, then R;T > R,T= R, T=R,T>0

. true if R, T occurs strictly after R,T
fort € [ min(R,T, R,T), + o0 [
R1T> RzT = = false otherwise

fort e ] - oo, min(RlT, RZT) [ undecided

R,T > R,T true or false R,T> R, =R T-R,T>0

v

R,T

¢
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Operations on Events
in the Continuous Clock Domain

= After: R,T> R,T.

= The value of R, T > R,T is decided at time instants when R, T or R,T have occurred. If
R,T and R,T have occurred, then R;T > R,T= R, T=R,T>0

true if R, T occurs after R,T
fort € [ min(R,T, R,T), + o0 [
R1T 2> RzT == false otherwise

fort e ] - oo, min(RlT, RZT) [ undecided

R,T > R,T true or false R,T>R,T=RT-R,T>0

v

R,T

¢
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Events Occurring Inside a Time Period

« EventET occurring inside time period P is denoted ET eP.

« T epP:=ET>PTandET <PJ.
e >and < must be replaced by > and < if boundaries are not included.

v

PT ET P

I LNKOPING G “® MODPROD'2023 - CRML Tutorial 161

UNIVERSITY



Requirement Satisfaction
Over Multiple Time Periods

= The satisfaction of R = @®{ P, P,, ..., P,, } is defined as
PE® =n{P.Fo,PFp,..P. Fo}

= The satisfaction of R ={ @4, @,, ..., @, }®P is defined as
PEo@ =n{PF@,PF®, ..PF@,}

= The satisfaction of R={@;, @, ..., ¢, }&{ Py, P, ..., P, }is therefore
P|= [0) =/\{Pj|=cpi,1£i£p,1£j£n}
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4-Valued Logical Equality Operator

= The equality of Boolean ¢, with Boolean ¢, when event ET occurs is

J—

true if @4(t) = @,(t)
fort e [ET, ET] { false if ¢4 (t) # @,(t)

fort ¢ [ET,ET] undefined

(@1 = @) @ET := —

(O]

O]

(1 = @,)@ET

v

2
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